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1.1 ??????
??????????????????????????????????????????
?????????????WorldWideWeb??????????????????????
???????????????????????????????????????????
?????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????? PC?????????????????????????????
???????????????????????????????????????????
????? DoS?? (Denial of Service)?????????
??????????????????????????????????????????
??????????????? (Malicious Software) ?????????????????
[1]???????????????????? PC????????????????????
?????????????????????
2012??????????????????? 5????????????? 1000????
??? [2]???????????????????????????????????????
??????????????????? Gumblar??????Web???????????
???????????????????????Android????????????????
??????????????????2012 ?????? Android????????????
??? 1.1????Android??????????????????????????????
?????????? [3]?
??????????????????????????????????????????
??????? 1.2??? [4]?? 1.2????????????????????2010????
?? 200 ??????????????????? 15 ??????????????????
???????????????????????????????????????????
??????????????????????????????
? 1? ??
??????????????????????????????????????????
???????????????????????????????????????????
????
 
? 1.1 Android????????????? (2012????)
 
? 1.2 ??????????? (2006?2011)(2011???????)(??: ??)
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1.2 ??????
1.2 ??????
??????????????????????????????????????????
???????????????????? PC?????????????????????
???????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????¤?????????????????????????????????
???? [5]?
??????????????????????????????????????????
?????????????????? (?????????)???????????????
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????
???????????????? 2????1??????????????????? PC
???????????????????????????????????????????
????????????? [6]?PC?????????????????????2?????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????????????????????
???????????????????????????????????????????
?????????????????????? [7]?
???????????????????????????????????????????
???????????????????????????????????????????
?? [8]??????????????????????????? FTP??????????
?????????????????? IRC ??????????????????????
???????????????????????????????????????????
????????????????????????????????
¤ ???????????????? (????????)??????????????
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? 1? ??
?????????????????????????????????????????? 2
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
?????????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
?????????? N-gram?????????????????????????????
?????????????????
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1.3 ??????
1.3 ??????
?????????????????
?? 1?????
???????????????????
?? 2?????????????
???????????????????????????????????????????
??????????????????????????????????????
?? 3??????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????????
?? 4??N-gram??????????????????
?????????????????????????? N-gram?????????????
?????????????????????????? N-gram,?????????????
????
?? 5???????????????????
???????????????????????????????????????????
????????????????????????
?? 6?????
??????????????? N-gram?????????????????????????
???????????????????????????????
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? 2?
??????????
??????????????????????????????????????????
????????????????????????????????????????
2.1 ????????
2.1.1 ?????
?????????????? Malicious(?????) ? Software ???????????
?????????????????????????????????????
??????????????????????????????????????????
???????????? PC ????????????????????????????
???????????????????????????????????????????
?????????????????????????2000????????????????
??????
??????????????????????????????????????????
?????????????
2.1.2 ???????? [9]
??????????????????????????????????????????
????????????????????????????????????
1. ???????????
² ???? (Virus)
???????????????????????????????????????
???????????????????????????????????????
???????????????????????????????????????
???????????????
?
? 2? ??????????
² ??? (Worm)
???????????????????????????????????????
???????????????????????????????????????
????????????????????Windows???????????????
??????????OS????????????????????????????
????
?
² ?????? (Trojan Horse)
???????????????????????????????????????
????????????????????????????????????????
???????????????????????????????????????
?????????
?
???????????????????????OS ??????????????
???????????????????????????????????????
?????????????????????????? (Rootkit)????????
?????????????????? (Keylogger)???????????????
????
?
2. ?????????
² ?????? (Spyware)
????????????? PC????????????????????????
???????????????????????????????????????
?????????????
?
² ????? (Adware)
????????????????????????????????????????
????????????????????????????????????????
???????????Web ??????????????????????????
?
² ??????? (Ransomware)
?????????????? PC???????????????????????
????????? ZIP????????????????????????????
??????????????????????? (ransom)????????????
??????????
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2.1 ????????
?
² ?????? (Scareware)
???????????????????????? (scare)????????????
???????????????????????????????????????
????????????????????Web ?????????????????
?????????????????????????????????
?
3. ?????????
² ?????? (Downloader)
????????????????????????????????????????
? PC????????????????????????????????????
???????????????????????????????????????
???????????????????????????????????????
??????????
?
² ???? (Dropper)
???????????????????????????? PC??????????
????????????????? (????) ?????????????????
????????Microsoft Word????????????????????????
????????????????????????????????????????
?
4. ??????
² ??? (Bot)
????????? (robot) ??????????????????????????
????????????????????????????????? PC????
???????????????????????????????????????
?????????????? PC???????????????????????
?Command & Control?????? C&C????(IRC???? HTTP???)??
???????????????????????????????????????
?????????????????DDoS???????????????????
????????????????????????? 2.1????
??????????????????? 2.2??? [10]?
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? 2? ??????????
InternetInternet
攻撃者
指令サーバ
感染したPC
ボットネットの所有者
家庭のPCや、
組織内のPC 指令によるDDoS攻撃
やSPAMメールの送信
ターゲット
①
②
③
④
③ ③ ③
① ① ①
①PCがボットに感染
②攻撃者が指令サーバに命令
③命令が感染したPCへ
④命令に従った動作
 
? 2.1 ?????????
 
広告をポップアップ
などで表示させる．
比較的無害なもの
もあるが，無許可で
あったり無遠慮で
あったり，実害のあ
るケースも．
代表例：体験版や
無料版とともにイン
ストールされるケー
スが多い．
普通のプログラム
を実行したつもりが，
実は不正なプログ
ラムが立ち上がっ
てしまうもの．ウイ
ルスやワームと違
い，他のコンピュー
タに感染する能力
はなく，さまざまな
バリエーションがあ
る．
あるプログラムに寄
生して，自分の複
製をコンピュータに
埋め込む．他のパ
ソコンにも，次々と
コピーして感染を広
げる．
代表例：エクセルや
ワードのマクロを悪
用したラルー，メ
リッサ
他のプログラムに
寄生せず，自信を
コンピュータに埋め
込み，不正な活動
を行う．メールなど
に添付され，大量
に拡散する．
代表例：ラブレター，
ハイブリス，コード
レッド，ニムダ
無害なソフトウェア
に見せかけて潜入
するが，実は内部
に不正プログラムを
隠し持っており，起
動時にそのプログ
ラムを実行する．
代表例：エルカーン
(クレズ関連)，MTX，
アルカリズ
無害なソフトウェア
に見せかけて先に
潜入し，後から外部
から不正なプログラ
ムを招き寄せ，
次々とダウンロード
させる．
代表例：ブレードラ
ブ，ダウンアドアッ
プ(共にがんブラー
関連)
コンピュータに保存
されている(個人)情
報を盗み出す．入
力したデータを外部
に送信するキーロ
ガーも含む．
代表例：アンチニー，
バンコス．ブラウザ
を乗っ取るものもあ
る
ネット犯罪者が，外
部との連絡や外部
からの侵入ができ
るように，無断でパ
ソコンに通信の出
入り口を作る．
代表例：フピゴン，
ビフローズ，ポイズ
ン
ログオンやプロセス，
ファイルやログを隠
して，ユーザーに気
づかれずにパソコ
ンのシステムを直
接操作する．
代表例：ソニーのコ
ピーコントロール
CDに利用されて話
題に
オフィスやアドビ製
品など，ユーザが
多いソフトウェアの
脆弱性を攻撃する．
修正パッチが配布
される前に行われ
るゼロデイ攻撃の
主犯．
代表例：MSブラス
ター，オーロラ，
DLLハイジャッカー
エクスプロイト
ドロッパ
ルートキット アドウェア トロイの木馬 ワーム ウイルス
ダウンローダ スパイウェア バックドア
? 2.2 ?????????? (??????? PC,2010? 11??,p18??)
2.2 ??????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????????? DoS????? PC???????????????????
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2.2 ??????????
??????????????
2000? 2????Amazon.com? Yahoo!?????Web??????? PC??????
???????????????????????????????? [11]?
2003? 1??????????????????????????????????????
?????????????????????????? [12]?
2005? 10??????????????????? 10?????????????????
????? [13]???????????????? 150??????????????????
???????????????????????????????????????????
???????????????????????????? PC?????????????
??????????????????????
??????????????????????????????????????????
????????????????????????????????????????????
????????? [14]??????? Advanced Persistent Threat(APT) ????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????????????????? (IPA)?????????????????
??????? 2.3??? [15]?????????????????????????????
 
? 2.3 IPA??????????????????????
2012? 6??? 9??????????????????????????????????
??????????????????????????????????? [16]??????
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? 2? ??????????
?????????????? 4 ???????????????????????2012 ? 12
??????? Gmail???????????????????? [17]?
?????????????????????????????????????????
2.3 ??????????? [18][8]
???????????????????????????????????????????
????????????????
1. ?????????????Web??????????
2. ?????????????????????????
3. ???????????????????????
4. ????? PC?????????????????
?????????????????
2.3.1 ??
??????????????????????????????????????
² ??????
???????????? PC???????????????????? PC?????
????????? (Exploit Code)?????????????????????????
???????????????????????? PC??????????
² ??????
PC????????????????????????????????????????
??????????Web????????????????????Web????Web
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????
????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
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2.3 ???????????
???????????????????????????????????????????
?????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????
2.3.2 ??
??????????????????????????????????????????
??????
² ????????????
???? PC???????????????????????????????????
??????????????????????????????????? C&C???
???????????????
² C&C?????????????
???????????????????????????? PC???????????
????????????????? C&C?????????
2.3.3 ??
?????? PC??????????????????????????????????
??????????? PC?????????2.1.2???????????????????
????????????????????????????????????????????
???? 2.4????
????????????????????????????? C&C ???????????
???????????????????????????????????????????
?????????????????????????????NAPT(Network Address Port
Translation)?????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
?????????????????????????
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? 2? ??????????
 
ダウンロードホスト 感染したホストダウンロードホスト 感染したホスト
利用ポート番号
利用ポート番号
ポートオープン命令
マルウェア検体マルウェア検体
ダウンロードリクエスト
プル型通信プッシュ型通信
? 2.4 ?????????????
2.3.4 ??
???????????????????????????????????????????
?????????????
² ?????
?? PC?????????????????????????????????????
?????????????????????????????????????????
?????????????????
² DoS??
Web????????????????????????????????????????
????????????????????????????????????????
???????????????????????????????????????????
² ?????????
???????????????? PC???????????????????????
???????????????????????????Web????????????
?????????????????????????????????Web??????
???????????????????Web??????????????Web???
??Web ????????????????????????????????????
Web????????????????????
????????????????????? PC??????????????? DoS???
?????????????????????????2.2??????Amazon.com? Yahoo!
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2.4 ????????
???????????????????????????????????
2.4 ???????? [9]
??????????????????????????????????????????
???????????
2.4.1 1970???1980????
??????????????????????????????? 1971?????BBN?
? Bob Thomas?????????????? ARPANET???? Creeper????????
????????
?? 1980????????????????? (PARC)? John F. Shoch? Jon A. Hupp
???????????????????????????????????????????
????????????????????????????????????????????
???????????????PARC?????????????????????????
????? PARC????????????????????????
1982 ???????????? Richard Skrenta ???????????????????
?? Elk Cloner??????1984????Fred Cohen??????????????? (??
????)????????????????????????????????????????
1970???? 1980?????????????????????????????????
?????????????????????????????????????
2.4.2 1980?????1990????
1980?????? 1990????????????????????????????????
????
1986 ???????? Farooq Alvi ???????IBM PC ??????????? Brain
????????????????????? Brain???????????????? PC?
?????????? Brain??????????????????????????????
?????????? PC-Write????????
1988????sendmail?¯ngerd?rsh/rexec??????????????????????
??Morris??????????????????
1990 ????Virus Exchange BBS ???????????????????????
??MtE(Mutation Engine)?VCL(Virus Creation Labratory)?PS-MPC(Phalcon/Skism Mass
Produced Code Generator) ?????????????????????????????
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? 2? ??????????
???????????????????????????????????????????
??????????????????????????????
2.4.3 1990???????
1990??????????????????????????
1990????????????????????????????????????????
?????????1999?? Bubbleboy? 2000?? LoveLetter?????????????
???????????????????????????????????????????
1995??? Concept?1999???Melissa???MicrosoftWord????????????
??????????????????Word ??????????????????Melissa
???? PC?? Outlook?????????????? 50???????????????
???Word????????????????????????????
2000 ???????Windows ?Windows ??????????????????????
???????????????2001 ? 7 ?? CodeRed ? 2001 ? 9 ?? Nimda?2003 ? 1
?? SQLSlammer?2003? 8??MSBlaster??????????????????????
?????????????????????????????????????
P2P?????????Winny????????????? Antinny??????????
?????????
2004????????????????? PC?????????????????????
???2.1.2???????????????????2.2?????????????????
?????? (????)????????????????????? 9??????????
???????????????????????????????????????????
?????????
??????????????????????????????????????????
???????????????????????? SQL?????????????????
?????????????????????
??????????2008 ? 11 ?? Con¯cker ??????????????????
Con¯cker ????????????????????????????????????USB
????????????? PC??? P2P???????????????????????
??????????2009? 2?????? 1200????????????????????
??????????
????2009? 5???? Gumblar?????????????????????????
?Web?????????????????????????????Web????????
???????????????????????? PC ???? FTP ??????????
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2.5 ?????????
??FTP?????????Web???????????????????????????
????????????????????
2010? 3????HTC?????????HTC Magic?????????????????
????????? Android ??? iPhone ???????????????????????
????????????????????????????????????
?????? Mariposa ????????????????????????????Mari-
posa????????? 1200??? IP???????????????? 190??????
???????????? PC?????????????????????????????
???????
2010? 7??? Stuxnet???????????????????????????????
???????????????????????????????????????????
?????????Stuxnet????????????????????????Duqu?Flame
????????????????
??????????????2.2???????????????????????????
?????????? Poison Ivy ??? [19]?Poison Ivy ? RAT ???????RAT ???
??????????????????Remote Access Trojan horse?Remote Access Tool?
Remote Administration Tool ?????????????????????????????
?Web????????????????????????????????????????
??????????
??????????????????????????????????????????
????????????????????????????????
2.5 ?????????
????????????? 1?????????????????????????????
????????????????????????????????????????????
???????????????????????????????? [20] [21]?
² ????
PC????????????????????????????
² ????
?????????????????????????????????????????
???????
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? 2? ??????????
?????????????????????????????????????????
??????????????????????????
² ????
?????????????????????????????????????????
??????????????????????????????????????????
????????????????????????????????????????????
?????????????????????? 1.2??????????????????
2.5.1 ????
?? [20] [22]????????????????????????????????????
???????????
1.?????????????
??????????????????????????????????????????
???????????????????????????????????????????
??????????
2.???????????
??????????????????????????????????????????
???????????????????????????????????????????
????????
3.????????????????
?????????? C&C ???????? PC ????????? DNS ???????
???????????????????????????????????????????
?????????????
4.??????
???????????????????DDoS????????????????????
???????????????????????????????????????????
????????????
5.???????????
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2.5 ?????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????
??????1.2?????????????????????????????
2.5.2 ???????????????????
???????????????????????????????????????????
????????????????????????????????????????????
????????????????????????????????????????????
???????????
????????????????? (???????)?????????????????
???????????????????????????????? [23]?
???????????????????????????????????????????
?????????????????????????????? d????????????
??????? (2.1)??????
~x = (x1; x2; ¢ ¢ ¢ ; xd)t (2.1)
?????????????????????????????? 1???????????
?? 1????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????
??????????????????????????????????????????
????????????????????????????????????? 2.5????
 
入力パターン 
前処理部 
特徴抽出部 
識別辞書 
識別演算部 
識別部 
出力(クラス) 
? 2.5 ??????
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? 2? ??????????
??????????????????????????????????????????
?????????? 2????????????????????????????????
?????????????????????????????. ??????????????
????????????????????????????????????????? (??
????)?????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????????????
?????????????????? 2.6????
識別器による判定
異常
正常
パケットのヘッダ情報
特徴量取得
特徴量①
特徴量②
特徴量③
識別器
 
? 2.6 ???????
??????????? PC?????????????????????????????
???????????????????????????????????????????
??????????????????????
??????????????????????? 2??????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????
???????????????
??????????????????????????????????????????
[24][25]?
??? [26]?????????????????????????????????????
?????????? (exe,NICK?)??????????????????????????
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2.5 ?????????
Wei Lu? [27]????????????????????????????????????
?????????????? (??)??????????????????????????
?? ASCII?????????? (????)??????????
??? [28] ????????????????????????????????????
????????????HTTP ???????HTTP ?????????????????
???
?????? [29]???????????????????????????????????
???????? (??????????????????????)????????????
???????????????????????????? ASCII??????i??????
???????????? HTTP ???????????????????????????
???
??????????????
??? [30]?????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????
??? [31]????????????? (TCP??????????TCP?????????
????????????????)????? SVM???????????????????
????????????
??? [32]?????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
?????????DNS????????Windows2000?? IP??????????????
???WindowsXP??????????????????????????????????
?????????????
?????????????????
S.Kondo ? [22] ?????????? PC ? C&C ??????????? Web ????
???????????????????????????????????????????
????????????????????????Support Vector Machine(SVM)????
C&C??????????????SVM???????????????
??? [33]??[22]???? C&C??????????????????????????
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? 2? ??????????
??????C&C??????????????????? IRC??????????????
Web?????????????????????????????????????????
????????????????????????????????????????
??????????
M.Bahrololum? [34]??KDD CUP 99[35]???????????????????GMM
????????????????????????????????????????????
GMM?????????????????????????????????????DoS?
????????????????????????????????????????????
?????? GMM????????????????????????????? [36]?
Wei Lu? [37]???????????????????????????????GMM??
?? DDoS???????????????DDoS????????????????????
????????????????????????????????????????????
???????????????????????????? GMM????????? GMM
???????????????????????????? 0?????? DDoS?????
?????
???????????????????????????????? GMM???????
????
?????????????????
??????????????????????????????????????????
?????????????????????????????????? 2????????
???????????????????????????????????????????
???
??? [38]?????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????????????
Gautam Thatte? [39]???????????????????????????????
??????????????????????????????DoS???DNS??????
????TCP SYN??????????????????????????????????
???????????????????????????????????????????
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2.5 ?????????
???????????????????????????????? 1??????????
???????????????????????????????????????
??? [40]?????????????????????????????????????
??????? (??????????????????????????????? C&C??
?????)??????????????????????????????????????
???????????????????????? C&C????????????????
???????????????????????????????????????????
???????????????? (???????????????????????)???
?????????????????????????????????????? 5????
????????????????????????????
Chun Yang? [41]??????????????????????????????????
???????????????????????????????????????????
??? (?????????)??????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????
??? [42]?????????????????????????????????????
???????????????????????????????????????????
???????????????????????????? 3???????????????
???????????????????????????????????????????
?? DP???????????????????????????????????????
??????
2.5.3 ???????????
2.5.2????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????????????????????
???????????????????????????????????????????
????
???????????????????????????????????????????
{ 23 {
? 2? ??????????
????????????????????????????????????????????
????????????????
????????????? 2????1????????????????2???????
?????????
??????????????????????????????????????????
??????? (???????)????????????????????????????
???????????????????????????????????????????
??????????????????????????????????????????
????? IP?????????????????? IP?????????????????
???????????????????????????????????????????
????????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????????
3?????????????????????????4????????????????
?????????????????????
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? 3?
?????????????????
??????????
???????????????????????????????????????????
????????????????????????????????????????????
??????????
3.1 ??????????
2.5.2????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
?????? 2?????????????????????¤¤??????????????
?????????
3.2 ?????????
??????????????????????????????????????????
????????????????????????????
3.2.1 ???????
??????? 36???? 3.1????????????????????????????
???????????????
¤¤ ????????????????????????????????????
? 3? ???????????????????????????
? 3.1 ??????? 36??
?? ??? [??]
1 ?????
2 ?????????? [byte]
3 ?????????? [byte]
4 ?????????? [byte]
5 ?????????? [byte]
6 ???????????? [byte]
7 ??????? [?]
8 ??????? [?]
9 ??????? [?]
10 ????????? [?]
11 SYN?????
12 FIN?????
13 PSH?????
14 ACK?????
15 RST?????
16 URG?????
17 SYN/ACK?????
18 FIN/ACK?????
?? ??? [??]
19 PSH/ACK?????
20 RST/ACK?????
21 TCP?????? SYN??????
22 TCP?????? FIN??????
23 TCP?????? PSH??????
24 TCP?????? ACK??????
25 TCP?????? RST??????
26 TCP?????? URG??????
27 TCP?????? SYN/ACK??????
28 TCP?????? FIN/ACK??????
29 TCP?????? PSH/ACK??????
30 TCP?????? RST/ACK??????
31 ICMP??????????
32 UDP?????
33 ????????? 69/UDP??????
34 ????????? 80/TCP??????
35 ????????? 110/TCP??????
36 ????????? 443/UDP??????
3.2.2 ????
??????????????????????????????????????????
???????????????
??????????????????????????????????????????
?????????????????????? LBG + splitting?????????????
????????????????????????LBG + splitting???????????
???????? A?????????????????1? 1??????????????
????????????????????
???????????????????? 0.1??1??10??100???????????
???????????? 2,4,8,16,32??????????????????????????
??????????????????
?????????? (??????????????????????????)??????
????????????????????????????????????????????
???????????????????????????????????????????
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3.2 ?????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????????????????
3.2.3 ???????
??????????????????????????????????????????
?????????????????????????????????????????
² ??????????
1. ????????????
???????????????????????????????????????
???????? wireshark[43] ???????????????2009 ?? 3 ? 13 ?
(?)?14? (?)?15? (?)?????????????????????????2009
??2010??2011?????????????????
2. ???????
???????????????????????????????????????
??????????????????????????????????????
???????????????????????????????????????
???????????????????????????????????????
??????????????????
{ 1??????????????????
??????????????????????????????????????
??????? 1?????????????????????????????
???(?????????????????? NAT?????????????)
{ ?????????????????
?????????????????????????????????????
??????????????????????????????????????
?????????????????????????????????????
?????????????????????????????????????
????????????????????????????????????
?????????????????????????????????????
????????????????
² ??????????
1. ????????????
??????????????CCCDATAset2009,2010,2011[44] ???? (??
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? 3? ???????????????????????????
CCC2009,CCC2010,CCC2011)?CCCDATAset ?????? B ?????????
??? CCC2009????????????? CCC2009,2010,2011?????????
2. ???????
CCCDATAset ???????????????????????????????
????????????? exploit ??????????????????????
CCCDATAset ????????????????????????????????
???????????????????????????????????????
???????????????????????????????????????
??????????????????????? B???????????????
????
{ ????????????????????
{ ????????? OS????????????
{ CCCDATAset ??????????????????????????????
????????????????
{ ?????????????????????????????????????
² ????????????
????????????? 3.2??????????????????????????
????????? 448??????????????????????????????
???????????
? 3.2 ????????????????????????
0.1? 1? 10? 100?
?? 76453???? 26776???? 5838???? 690????
?? 20380???? 9254???? 2160???? 448????
3.2.4 ????????
??????????????????????????????? true negative rate(TNR)
? true positive rate(TPR)?????TNR???????????????????????
????????TPR?????????????????????????????????
???????????????TNR? TPR????????????????????TNR
??????????????????????????????????TPR ??????
????????????????????????????????????????????
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3.3 ????
3.3 ????
???????????????????????????TNR?TPR??? 3.1?????
?????????????????????????? 2????????????????
???????????????????????????????????????????
???
3.3.1 ????????
????????? TNR? TPR? 3??????? 3.3??????? TNR(TPR)???
?????? (??????????????????????????)???? TNR(TPR)
?????????????? TNR????? 2011???????????????????
TPR????? 2011?????????????????????????????????
???????????????????
? 3.3 ?????? TNR? TPR? 3?????
?? 2009 2010 2011
?? (TNR) 36.1% 35.2% 40.7%
?? (TPR) 57.0% 54.1% 51.2%
TNR????
? 3.1? 3????????? TNR? 50%?????????????(?????????
? 3.1???????)
 
50
55
60
65
70
75
80
85
90
95
100
2009 2010 2011
4
5
8
11
21
24
25
27
29
32
横軸: 年度
縦軸: TNR(%)
凡例:特徴量番号
? 3.1 3????????? TNR?
50%?????????
 
0
特徴量 •正常コードブック：
•感染コードブック：
•正常テストデータ：
2011年のデータはだい
たいこの位置に存在する
いくらかのデータは0に
近い位置に存在する
2009年と2010年の
データはだいたいこの
位置に存在している
? 3.2 2011????? TNR ???
???? (????)
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? 3? ???????????????????????????
² ???????????
????? 2,3,9,14,17,18,19,20,34,36????? TNR????????????????
???? 9 ??????? 2011 ????? TNR ????????? 3.2 ? 2011 ???
?? TNR???????????????????????????2011???????
?????????????????????????????????????????
????????????2009?2010????????? 2011????????????
?????????????????????????????????????????
??????????????????????????????????? 3.4?????
??????????????????? 3.4??????? 1????????????
??????
? 3.4 ???????????????????
???????? 0.1?
?? 2009 2010 2011
?? 14.3 10.8 5.51
???? 33.8 23.1 9.5
???????? 1?
?? 2009 2010 2011
?? 189.9 33.2 30.9
???? 580.4 61.3 43.3
???????? 10?
?? 2009 2010 2011
?? 340.8 157.0 1039.7
???? 1561.7 451.1 1176.7
???????? 100?
?? 2009 2010 2011
?? 1656.4 6060.0 9225.8
???? 4520.9 1362.3 10603.3
? 3.5 ?????????????
? 3?????? TNR? 90%???
????????? TNR
???????? ??????????? 2009 2010 2011
0.1? 4 98.4% 92.6% 90.4%
0.1? 8 98.2% 92.6% 93.3%
1? 4 99.8% 98.7% 100%
1? 8 100% 98.7% 100%
1? 16 98.0% 99.1% 100%
10? 2 100% 100% 100%
10? 4 100% 100% 100%
10? 8 100% 100% 100%
10? 16 100% 100% 100%
100? 2 99.3% 100% 100%
100? 4 100% 100% 100%
100? 8 100% 100% 100%
100? 16 100% 100% 100%
? 3.4???2011?????????????????????????????????
????????????? wireshark????????????????????????
?????????????????????????????????????????
² ???????????
????? 4,7,8,11,21,25,28,30,31,32????? TNR????????????????
??????????????????? (??? TCP ?????? SYN ??????
??)??????????????????????????????????????
?????????????????? 4(??????????)?11(SYN ?????)?
21(TCP?????? SYN??????)???????? TNR? 3?????? 75%?
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3.3 ????
??????
{ ??????????
? 3.5 ? 3 ?????? TNR ? 90%???????????? TNR ????? 3.6
???????????????????????????????????????
??????????? 1????????? byte?????
? 3.6 ?????????????
?????????????????
???????
???????? 0.1?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 79.5 81.0 93.7 68.6 84.7 114.4
???? 95.6 113.1 134.7 32.4 89.1 174.6
???????? 1?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 60.1 60.8 60.0 70.7 73.3 101.1
???? 1.3 7 0 31.1 34.8 83.1
???????? 10?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 60.9 60.1 60 67.8 71.2 102.2
???? 0.2 3 0 28.2 40.4 113.9
???????? 100?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 60.4 60 60 69.3 66.8 84.2
???? 2.8 0 0 44.9 40.4 60.4
? 3.7 ????????????
?????????
???????? 0.1?
?? 2009 2010 2011
?? 42.3 11.6 3.3
???? 78.6 11.7 4.3
???????? 1?
?? 2009 2010 2011
?? 139.6 166.6 6.6
???? 121.2 140.1 13.6
???????? 10?
?? 2009 2010 2011
?? 781.6 1439.3 23.4
???? 584.6 1161.6 54.2
???????? 100?
?? 2009 2010 2011
?? 3350.4 7578.9 348.7
???? 5212.5 9580.1 1711.7
? 3.6??????????????????????????????? 1????
????? 60byte ??????????????????????????????
???????????????????????????????????????
???????? 0??????????????????????????????
???????????????????????????????????????
???????????????????????????????????????
?????????????????
{ SYN??????TCP?????? SYN??????
SYN??????TCP?????? SYN????????????????? TNR
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? 3? ???????????????????????????
???????????????????????????????????????
???????????????????????????????????????
???????????????????????? SYN ????????????
????????????????????????????????????????
TNR?????????????????????????????????????
???????????????????????????????????????
??SYN????????? TCP?????? SYN??????????????
???????????????????????????
TPR????
? 3.3? 3????????? TPR? 70%?????????????
 
70
75
80
85
90
95
100
2009 2010 2011
2
4
6
14
20
24
28
29
30
横軸: 年度
縦軸: TPR(%)
凡例: 特徴量番号
? 3.3 3????????? TPR? 70%?????????
² ???????????
????? 1,3,5,6,7,9,10,11,21,29????? TPR??????????????????
?? 1,9 ????????2011 ???????? TPR ? 2009,2010 ??????????
2011???????? TPR??????????? 2???????1????2011??
???????? 2009?2010????????????????????????????
?????????????????????????????????????????
???????????????? 3,11,21????? 2011???????? TPR???
???????????2????2011???????????????? 2009?2010?
?????????????????? 3.7?????????????????????
?????????? 1??????????????????? 3.7???2011????
???????????? 2009?2010????????????????????????
?????????????? PSH/ACK???????????????TCP????
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3.3 ????
?? PSH/ACK??????? 2011????????????????????????
?????????? TCP?????? PSH/ACK?????????????????
??????? 29?????? 2011????? TPR?????????????????
² ???????????
????? 4,14,17,18,19,20,25,30,31,32,34 ????? TPR ?????????????
??????????????? 4(??????????)?14(ACK?????)?30(TCP
?????? RST/ACK??????)???????? TPR? 3?????? 80%??
?????
{ ??????????
? 3.8? 3?????? TPR? 90%?????????????? TPR????
? 3.8 ?????????????
? 3?????? TPR? 90%???
??????????? TPR
???????? ??????????? 2009 2010 2011
0.1? 32 99.8% 94.6% 90.2%
1? 32 100% 99.6% 95.8%
10? 32 94.0% 92.0% 92.4%
? 3.9 3?????????????
???? ACK???????
???????? 0.1?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 10.9 6.9 3.3 2.6 0.6 2.3
???????? 1?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 174.1 20.0 19.0 3.1 1.3 3.4
???????? 10?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 289.1 103.2 787.2 10.0 10.9 11.8
???????? 100?
?? ??
?? 2009 2010 2011 2009 2010 2011
?? 1305.4 432.8 6669.8 40.7 73.5 37.5
TPR????? TNR?????????????????????????????
??????????????????????
{ ACK?????
? 3.9? 3????????????????? ACK???????????? 3.4?
? 3.7????????????????????????????????????
?????????????????????? ACK??????????????
???? ACK????????????????????ACK??????????
??????????????
{ TCP?????? RST/ACK??????
TCP?????? RST/ACK???????????TPR????????????
??????????????????? TCP?????? RST/ACK??????
? 0?????????????????????????????????????
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? 3? ???????????????????????????
???????? 0?????????TCP?????? RST/ACK???????
???????????????????????????????????????
????????????????????
3.3.2 ????????????????????????
? 3.10 ?? 3.11 ?????????????????????????? 3 ??????
TNR? TPR????
? 3.10 ?????????????
??? TNR? TPR
???????? 0.1? 1? 10? 100?
??? TNR 31.0% 33.6% 36.2% 48.5%
??? TPR 48.2% 56.3% 57.2% 54.5%
? 3.11 ?????????????
?????? TNR? TPR
??????????? 2 4 8 16 32
??? TNR 45.4% 41.6% 40.4% 38.2% 38.0%
??? TPR 52.3% 52.3% 51.4% 51.5% 48.6%
? 3.10??????????? 0.1??????????????????????????
?????????????????? 100???????????????????????
?????? 1?? 10???????????
? 3.11???1???????????????????? 32??????????????
?? 2? 4??????????????????????????????????????
????????????????????????? 8? 16??????????
3.4 ??????????
3.2.4??????????????????????? TNR? TPR??????????
??????????????3.3.1 ??????????????????????????
???????????????????? 1?????????????? 2? 4?????
????????? (??????????????????)?SYN??????TCP???
??? SYN???????ACK????????????????????????????
???
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? 4?
N-gram ?????????????
????
???????????? N-gram ??????????????????????????
?????????????????? N-gram??????????????????
4.1 N-gram
??????1.2????????????????????????????????????
?????????????????????????????????? N-gram?????
N-gram ??????????????????????????????????????
????????????? [45]?
????????N-gram?????????????N-gram??????????????
?????????? N-gram??????????????
4.1.1 N-gram????
N-gram ???????????????????????? N ????????????
??????????????? [46]????N ??? (gram) ??????????1(uni)-
gram,2(bi)-gram,3(tri)-gram¢ ¢ ¢???????N-gram?????? 4.1??? [47]?
???????????????N-gram????????????? N-gram??????
????????Web????????????????????????????? [48][49]?
4.1.2 N-gram??????
N-gram???? gram????????????????????????????????
?? [50]??????1? 1?? gram??????????????N-gram????????
???????????????
????N-gram????????(N-1)????????????????????????
? 4? N-gram?????????????????
 
? 4.1 N-gram???? (N=2,3???)
????????????????????????????????????????????
??????????????????????????????????????????
????? 1?????????????????????????????????????
?????????? [42] ? N-gram ???????3-gram ??????????????
?????????????????????????????????????????? (?
4.2)?
? 4.2 3-gram ???????????????????????????????? (?
?: 3-gram?????????: ??)
??????????????????????????? N-gram?????
4.1.3 ??????????N-gram?????
????????????? N-gram????????????????????????
{ 36 {
4.1 N-gram
???????????????????????
??????????????????????????????????????????
???? [38]?????????????????????????????????????
??????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????? 4.3????
 
2
4
86
１
73
特徴量A
5
: コードブック
: サンプル
特徴量B
x1
x2
x3
x4
x5 サンプル:                 x1   x2 x3   x4 x5  ・・・
コードブック番号:   6      5  1   7    3  ・・・
遷移
特徴空間
? 4.3 ?????????? (????)
?????????
??????????????????????????????????????????
????????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????????????????????
???????????????????????????????????????????
????????????????????
1. ??????????????????????????????????????????
?????????????????????????????????????????
????????? (%)??????????????????? scdb ???.
2. ?????? xi ??????????????????????????????????
scdb ??????? xi ???????
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? 4? N-gram?????????????????
3. ?????? xi ??????????????????????????????????
?????????????????????? ¹??? ¾2 ?????????????
??????? zi ??????? (4.1)????
zi =
xi ¡ ¹
¾
(4.1)
4. zi ??????????? xi ????????????????? scdb ????????
??????????? ti ?? (4.2)????
ti = si £ exp(¡z
2
i
2
) (4.2)
????????????????????????? ti ????????????????
????????????????????? N-gram??????N????????????
1?? N??????????????
4.2 ????????
???????????????????????????????????????????
???????????????????????????????????????????
???
4.2.1 ??
??????????????????????????? 1???? [51]????????
????????? x??????? (4.3),(4.4)??????
p^(x) =
k
nV
(4.3)
V =
¼
d
2 rd
¡(d2 + 1)
(4.4)
????n??????d? x?????V ???? x???????? k????????
(?? r)?????? (¡????????? (? (4.5))?
¡(x) =
Z 1
0
e¡ttx¡1dt (4.5)
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4.2 ????????
???????????k???????????????????????????????
??????????????k ??????????????????????? p^(x)???
?????? p(x)????????????
4.2.2 ??????????????
??????????????????????????????????????????
????????????????????????????????? C?????????
????????????????????????????????????????????
???????????????
3??????????????????????????????????????????
???????????????????????????????????????????
?????????? rn?????????????? rm ????????????????
?????????????? rn?rm ??????????????????????????
??????????????????????????????????????????
??????????????????????????????????? [52]?????
???????????????????????????????????????N-gram
?????????????N?????????????????????????????
?????????????????????????????????????????
??????????????????????????????????????????
???????????????????? 1?????
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? 5?
????????????????
??????????????????????????????????????????
????????????????????????????????????????????
5.1 ????
???????????????????????????????????????
???????????????????????
????????????????????????????????????????
???N-gram ???????????????????????????????????
?????????????????????????????????????????
???4.1.3 ????????????????????????????????????
??????????????????????????? N-gram ????????N ?
??????????????????? N ??????? 1 ? 1 ???????????
????????????????????? (????)??????????????????
????????????????????????????????????????
????????????????????N ????????????????????
?????????????????????????????????????????
??????????????????????????????????????????
?????????????????????????????????????????
??????????????????????????3.2.4??????TNR,TPR?????
???????????????????????????? 5.1?? 5.2????
? 5? ????????????????
 
特徴量抽出
(タイムスロット毎)
学習データの
コードブックスコア系列
(コードブックスコアを割り当てる)
N-gramパターンとして抽出
N-gramパターン
の確率分布
正常
特徴量抽出
(タイムスロット毎)
テストデータの
コードブックスコア系列
(コードブックスコアを割り当てる)
N-gramパターンとして抽出
テストデータの
正常と感染の確率(スコア)を計算
N-gramパターン
の確率分布
感染
~ 学習トラヒックデータ ~
(正常 & 感染)
~ テストトラヒックデータ ~
(正常 or 感染のラベル付き)
識別学習
共通
コードブック
感染の有無の判定
? 5.1 ????????????
5.2 ????
5.2.1 ?????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????? 3??
????????????????
² ??????????
??????????????? [53]?????????????????????? PC
? 14???????????? 10?????????????????????????
A??? B ??????? A??????? 2010? 6????????????????
? B ??????? 2010? 7???????????????14???????????
? 5.1????????????????????????? D????
² ??????????
??????????????????3.2.3?????? CCC2010,CCC2011?????
????????????????????????????? 5.2????
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5.2 ????
 
テストN-gramパターン
N-gramパターン
の確率分布
正常
正常スコア
感染スコア
スコア比
を計算
正常スコアの方が大きい
感染スコアの方が大きい
正常
感染N-gramパターン
の確率分布
感染
? 5.2 ?????????
? 5.1 ???????????
?????????? ?????????? (14??)
???? ????????? 1(TCP? RTP?)
????????? 2(TCP???)
???? YOUTUBE
??????
Peercast
?????? Skype(chat?????)
MSN Messenger
?????
?????
?????? Bittorrent
?????? (HTTP)Vector??
?? ?????? (FTP)
???????? FEZ?????????
PANGYA????
? 5.2 ?????????????????
??????? ???????
?????????? ?? A? 14??????? 5?? CCC2010? honey001
?????? ?? A? 14??????? 5????? B ? 14??????? 5?? CCC2010? honey002?CCC2011? honey001
?????? ?? B ? 14??????? 5?? CCC2011? honey002
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? 5? ????????????????
??????????????????????????? (????????)??????
????? 5.3????
? 5.3 ??????????
??????? ???????
?????????? 22365???? 26213????
?????? 27263???? 52626????
?????? 4996???? 11721????
5.2.2 ???
???????3?????????????????TCP?????? SYN???????
TCP ?????? ACK ??????? 3 ???????????????????????
???????????????????????????????????????????
??????????????????MTU(Maximum Transmission Unit)????????
100?????????TCP?????? SYN???????TCP?????? ACK???
?????????????????? 100???%????????
5.2.3 ?????
???????????????????????? 5.4????
????????????????????
??? [42] ????????? 1 ????????????? 16 ????????????
????3.3.2????????????????? 1????????????? 16????
????????
?????????????
4.2.1???????????? k ?????????????????????? p^(x)??
??????? p(x)????????????k ?????????????????????
?????k ?????????????????????????????????????
????? k ?????????k = 50; 100; 500; 1000?????????????
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5.3 ??????
? 5.4 ???? (?????)
???????? 1?
??????????
??? TCP?????? SYN??????
TCP?????? ACK??????
??????????????????? LBG + splitting
??????????? 16
N-gram??N??? N=1 » 9
????????? k ?? 50,100,500,1000
5.3 ??????
??????????????????N-gram?????????????????????
?????????????
² ???? (1)
?????????????????????????????????????????
?????????????????????????????????????????
????????? GMM?????????????????????????????
?????????????????????GMM?????????????????
?????????????????????????????????????????
????????????2.5.2????? M.Bahrololum? [34]???????????
?????? (1)????? 5.3????
???GMM???????????????????????????????????
??????????????????????????????????????????
??GMM????? 16,32,64,128,256,512,1024???????????????
² ???? (2)
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
??????????????????????????????????? d? 3???
???????????? (2)????? 5.4????
² ???? (3)
?????????????????????????????????????????
??????????????????????? GMM???????????????
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? 5? ????????????????
 
特徴量抽出
(フロー毎)
GMM
正常
特徴量抽出
(フロー毎)
テストデータの
正常と感染の確率(スコア)を計算
GMM
感染
~ 学習トラヒックデータ ~
(正常 & 感染)
~ テストトラヒックデータ ~
(正常 or 感染のラベル付き)
識別学習
感染の有無の判定
? 5.3 ???? (1)????????
 
特徴量抽出
(タイムスロット毎)
3次元特徴量の
確率分布
正常
特徴量抽出
(タイムスロット毎)
テストデータの
正常と感染の確率(スコア)を計算
3次元特徴量の
確率分布
感染
~ 学習トラヒックデータ ~
(正常 & 感染)
~ テストトラヒックデータ ~
(正常 or 感染のラベル付き)
識別学習
感染の有無の判定
? 5.4 ???? (2)????????
??? (3)????? 5.5????
??????????????????????????????????????????
?????GMM??????????????????????????????????
?????????????????????????????????????????
GMM????? 16,32,64,128,256,512,1024??????N-gram? N? N=1?????
????? TNR? TPR???????????? N?????
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5.4 ????
 
特徴量抽出
(タイムスロット毎)
学習データの
コードブックスコア系列
(コードブックスコアを割り当てる)
N-gramパターンとして抽出
GMM
正常
特徴量抽出
(タイムスロット毎)
テストデータの
コードブックスコア系列
(コードブックスコアを割り当てる)
N-gramパターンとして抽出
テストデータの
正常と感染の確率(スコア)を計算
GMM
感染
~ 学習トラヒックデータ ~
(正常 & 感染)
~ テストトラヒックデータ ~
(正常 or 感染のラベル付き)
識別学習
共通
コードブック
感染の有無の判定
? 5.5 ???? (3)????????
?????????????????????????????????????? GMM?
????????????????????? R?Mclust????????????? [54]?
5.4 ????
????????TNR? TPR????????????????????????????
?????? 5.5?????????????N=9???? TNR? TPR?????????
???????? (3)?? N=1???? N=9???????? 5.5?????
? 5.5 ???????????
???? ???? (1) ???? (2) ???? (3) ???? (3)
????? k=50,N=9 k=50 N=1 N=9
??? (?????) (64,64) (59,11) (256,32)
TNR(%) 94.43 82.32 88.59 79.06 86.24
TPR(%) 96.07 72.19 90.78 79.78 96.80
TNR? TPR??? (%) 95.25 77.26 89.68 79.42 91.52
? 5.5???TNR? TPR???????????? TNR? TPR???????????
????????????????????????????????????
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? 5? ????????????????
5.5 ??
5.5.1 ????
?????????????????????????
² ????
?????????????????????? 5.6????
 
TNR(%) TPR(%)
N-gram N-gram
75.00
80.00
85.00
90.00
95.00
100.00
N=1 N=2 N=3 N=4 N=5 N=6 N=7 N=8 N=9
TPR
k=50
k=100
k=500
k=1000
75.00
80.00
85.00
90.00
95.00
100.00
N=1 N=2 N=3 N=4 N=5 N=6 N=7 N=8 N=9
TNR
k=50
k=100
k=500
k=1000
? 5.6 ??????????????
? 5.6???TNR??????N????????????????TPR??????N
??????? TPR?????????k=50???? N=1?????? N=9????
? TPR ?? 15%?????????????????????N-gram ????????
????????????
????N-gram??????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????? 5.6????
? 5.6 ?????????????????????????????????
?? ??
????? 4.43%(1208????) 11.86%(6242????)
?????? 9.13%(456????) 19.24%(2255????)
N=1 ???????????????????????????????????
????????????????????????????N=9 ????????
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5.5 ??
??????????????????1 ???????????????????
????N-gram ??????? N ?????????????????????
?????????????????????????????????????
???????????????????????????????????????
????N-gram????????N??????????????????????????
???????????????????? k ??????TNR ?????
k = 50; 100; 500; 1000 ???????????????TPR ??????k ???
?????????????????????k ???????????????????
?????????????????????????????????????N=2??
??????????????????????? 5.7?? 5.8????? 5.7?? 5.8??
cdb score1??? N-gram(bi-gram)??????cdb screo2??? N-gram(bi-gram)??
?????? (???????????????)??????????
 ? 5.7 N=2?????????????
² ???? (1)
?????????????????????? 5.9????
???? (1)?????????? TPR??????????????????? SYN?
???????????????????????? 5%? TCP?????? SYN???
???? ACK ??????? 0%?????????????????????????
???? 2??????????????????????????????TPR????
?????????????????
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? 5? ????????????????
 
? 5.8 N=2??????????????
 
横軸: 正常のGMMの混合数
縦軸: 識別率(%)
凡例: 感染のGMMの混合数
60.00
65.00
70.00
75.00
80.00
85.00
90.00
95.00
100.00
16 32 64 128 256 512 1024
TNR
16
32
64
128
256_512_1024
0.00
10.00
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00
100.00
16 32 64 128 256 512 1024
TPR
16
32
64
128
256_512_1024
? 5.9 ???? (1)??????????
?????????????? TNR??????TPR????????????????
? (1)??????TNR? TPR??????????????????????????
?????TNR? TPR??????????????????????????????
????????????????? (1)???????????????????
² ???? (2)
?????????????????????? 5.10????
TNR?????????????????TPR???????????????????
?????????????????????????????????????????
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5.5 ??
 
TNR(%) TPR(%)
パラメータ パラメータ0.00
10.00
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00
100.00
k=50 k=100 k=500 k=1000
TNR
raw_data
cdb_score(N=1)
0.00
10.00
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00
100.00
k=50 k=100 k=500 k=1000
TPR
raw_data
cdb_score(N=1)
? 5.10 ???? (2)??????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
???????????????????????? N=1???????????????
????????????????????????????? 5.11,? 5.12????
 
0
5000
10000
15000
20000
25000
30000
35000
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
normal
malware
頻度
コードブックスコア
? 5.11 ???? (N=1)???????????????????????????????
?????????? (2)???????????????????? 2????????
????????? 5.13,? 5.14,? 5.15????
? 5.11,? 5.12?? 5.13,? 5.14,? 5.15??????
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? 5? ????????????????
 
0
500
1000
1500
2000
2500
3000
3500
4000
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
normal
malware
頻度
コードブックスコア
? 5.12 ???? (N=1)???????????????????????????
?????????????????????????????????????????
????????????????????????
????????????????????? 3???????????????????
????????????? 3???????????????????????????
?????????????????????????????????????????
??????????????????N-gram ???????????????????
?????????????????????????????????????????
????????????????????????????
² ???? (3)
{ N=1???
N=1?????????????????????????? 5.16????
? 5.16??????????????TNR,TPR??? 80%????????????
? TNR? TPR????????????????????????????????
???????????????????????????????????????
?????????????????????TNR???????TPR???????
??? TNR? TPR???????????????? 5.17?? 5.18?? 5.19????
{ N=9???
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5.5 ??
 
■: normal
▲: malware
? 5.13 ??????????? TCP?????? SYN????????????????
N=9?????????????????????????? 5.20????
N=9 ?????N=1 ???????N-gram ??????????????????
???????????????????????????????????????
N=1??????? TNR? TPR????????????????N=9?????
TNR ? TPR ???????? 92% ??????????????????????
???N-gram ??????N ?????????????????????????
???????????????????????????????????????
??????????????????????????????? N-gram????
?????????????GMM???????????????????????
???????? (???)???????????????????????????
??????????????????????? k ???????????????
???????????????????????????????????????
??????????????
5.5.2 ????
??????????????????????????????????? 1 ?????
??????????????????????????????????????????
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? 5? ????????????????
 
■: normal
▲: malware
? 5.14 ??????????? TCP?????? ACK????????????????
???????????? 1????????????????????????????????
??????????????????????????????????????????
??????? x??????????????????????? k ???????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????? N-gram? N????????????
????????????????????????????????????? 1?????
5.5.3 ????
??????????????????????????????????????????
???????????????????????????????????????????
????????????????????
??????????????????????? N-gram???????????????
{ 54 {
5.5 ??
 
■: normal
▲: malware
? 5.15 TCP?????? SYN??????? ACK????????????????
??????N-gram??????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
?????????????????????????????
????????????N-gram? N????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
????????????????????????????N??????????????
???????????????????5.2.2????????N?????????????
??????????????????????
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? 5? ????????????????
 
0.00
10.00
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00
100.00
16 31 59 110 184 288 393
TNR
6
11
19
34
61
113
184
0.00
10.00
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00
100.00
16 31 59 110 184 288 393
TPR
6
11
19
34
61
113
184
横軸: 正常のGMMの混合数
縦軸: 識別率(%)
凡例: 感染のGMMの混合数
? 5.16 ???? (3)? N=1??????????
 
Normal
Malware
混合数59
混合数11
? 5.17 ????? 59?????? 11?????????????? GMM???????
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5.5 ??
 
混合数384
混合数6
Malware
Normal
? 5.18 ????? 343?????? 6?????????????? GMM???????
 
混合数16
混合数184
Normal
Malware
? 5.19 ????? 16?????? 184?????????????? GMM???????
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? 5? ????????????????
 
横軸: 正常のGMMの混合数
縦軸: 識別率(%)
凡例: 感染のGMMの混合数
60.00
65.00
70.00
75.00
80.00
85.00
90.00
95.00
100.00
16 32 64 128 256 512 1024
TNR
16
32
64
128
256
512
1024
20.00
30.00
40.00
50.00
60.00
70.00
80.00
90.00
100.00
16 32 64 128 256 512 1024
TPR
16
32
64
128
256
512
1024
? 5.20 ???? (3)? N=9??????????
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? 6?
??
6.1 ???
??????????????????????????????????????????
???????????????? TNR,TPR??????????????????????
? (????????)? 1?????????????? 2? 4??????????????
(??????????????????)?SYN??????TCP?????? SYN????
???ACK??????????????????????????????????
??????????????????????????????????????N-gram
?????????????????????????????? 3????????????1
?????????????????????????????????????????GMM
??????????????2 ????????????????????????????
????????????????????????3 ?????????N-gram ?????
GMM???????????????????
??????????????????????????????????????????
??N-gram??????????????????????????????????????
????????????????????????????????????????????
????????????????????????N-gram ???????????????
?????????????????????????????????
6.2 ?????
?????????????????????????????
² ????????????????????
?????????????????????????????????????????
?? 2??????????????????? 2??????????????????
?????????? [55]?????????????????????????????
? 6? ??
?????????????????????????????????????????
??????????????????????????????????????? equal
error rate(EER)[56]????????????????????????????????
????????????????????????????? 1?????
² ??????????????????????????
?????????????????? N-gram ???????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
????????
² HMM????
?????????????????????????????????????????
???? (HMM)??? [57]????????N-gram?????????????????
????????????HMM??????????????????????????
?????? [58]?HMM????????? 1?????
² ????????????
??????????????????????????????????????????
????????? LBG + splitting????????????????????????
??????????????????????????????????? (SOM)[59]?
A±nity Propagation(AP)[60] ???????????????????????????
???????????
² ???????????????
?????????????????????????????????????????
????????????????????????????????????? 5.11??
5.12???????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????
² ????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????
² ????????????????????????
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6.2 ?????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????
² ?????????
?????????? 1? 1?? N-gram??????????????????????
????1 ??? N-gram?????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
???????????????????????
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????????????
??????????????????????????????????????????
?????????????????
??????????????????????? NTT????????????????
???????????????????????????????????????????
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??A
???????
A.1 ???????
???????????????????????????????? (Vector Quantization)
???K ?????????????K ???????????K ?????????????
????????????????????????????????????????
????????? K ???????????????????????????????
K ???????? K ????? x = (x1;x2;?;xK)T ???????????? K ???
??? RK ??????????? N ???? P1; P2;?; PN ???????? Pi ?????
?????? y = (yi1;yi2;?;yiK)T ??????????????? P1; P2;?; PN ????
P ????????????????????????K ?? N ?????????????K
?????? RK ???????? C ???? Q(?)???????????????
???????????
????????? x??? Pi ?????????????????????????????
??? Q(?)?????????
Q(?) = yi (A.1)
? (A.1)???????????????????????D???????? x??????
? p(x)?????????????????
D =
1
K
Z
RK
d(Q(x))?p(x)dx
=
1
K
NX
i=1
Z
Pi
d(x;yi)?p(x)dx (A.2)
??? K ????? n??????????? (A.2)?????? D ???????????
????????????????????????? (A.2)?????????? D ????
??? Pi ?????????? yi ???????????????????????????
???????????????????????????? (A.2)? D ??????????
?? A ???????
???????????????????????????????????????????
1. ?????
K ?????? RK ? N ???? P1; P2;?; PN ???? P ?????????? (A.2)
???????????? N ??????????? y1?y2?????yN ???????
???? P1; P2;?; PN ???????????????? x??????? p(x)????
????????????? yi ?????????????????
yi =
R
Pi
x?p(x)dxR
Pi
p(x)dx
(A.3)
2. ????
N ??????????? y1?y2?????yN ?????????? C ?????????
? (A.2)?????? D ?????? N ???? P1; P2;?; PN ?? K ?????? RK
??? P ??????????????????????????? y1?y2?????yN ?
?????? Pi ??N ?????????????? yi ???????????????
?? x????? yi ???????????????? yi(j 6= i)??????????
d(x;yi) <= d(x;yj) (A.4)
??????????? x????????????
???????????? (A.1)??? Q()?????????????????????
??????????
??????????????????
?????? x? yi ??????????????? yi(j 6= i)????? (A.4)????
????????????????????????????????????? x???
?????? yi ???????,Q(x) = yi ??????????????????????
???????????????????????????? 2????????? 2??
??????????.
A.2 ?????????????
???????????????????????LBG+splitting?????????????
? LBG??????
LBG????????????????????????????????????????
???????????????????????????????????????????
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A.2 ?????????????
?? A.1?????????????
開始
初期設定：
次元数 K，レベル数N
初期コードブックCn(0)
学習系列T
収束判定閾値ε
m=0，n=1
初期ひずみD(-1)=+∞
Cn(m)を固定して分割Pn(m)を算出
そのときの平均ひずみD(m)を算出
ε<
−
−
)(
)()1(
m
mm
D
DD Cn(m)を出力
終了分割Pn(m)において，Tに対して平均ひずみが最小となる
コードブックC’nを求める
m←m+1
Cn(m)←C’n
Yes
No
? A.1 LBG????????????????????
1. ???K?????N?N ????????????? y(0)1 ?y
(0)
2 ?????y
(0)
N ?????
??????? C(0)N ?L??K ???????? x
(0)
1 ?x
(0)
2 ?????x
(0)
N ????????
T?????????? ² ???????????????m = 0?????? D(¡1) = 1
??????
2. ????????? y(m)1 ?y
(m)
2 ?????y
(m)
N ???????????? C
(m)
N ?????
?????????? N ???? P (m)1 ?P
(m)
2 ?????P
(m)
N ?????? T ??? P
(m)
N
???????????????????????????? y(m)i ??????? P
(m)
i ?
N ???????????????y(m)i ???????????????????????
?????????L????????? N ?????????????????????
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?? A ???????
?????????????????????????????????????????
D(m) ??????
3. ???(D(m¡1)¡D(m))=D(m) < ²????????????C(m)N ??????????N
????????????????????????????????
4. N ???? P (m)1 ?P
(m)
2 ?????P
(m)
N ?????? T ??? P
(m)
N ???????? T ??
????????????? N ??????????? y(m)1 ?y
(m)
2 ?????y
(m)
N ???
??????? C 0N ????????????????? P
(m)
i ????????????
??????????????????????????? y0i ????????m?m+ 1
???C 0N ??????? C
(m)
N ?????? 2?????
? splitting??????
LBG????????????????????????????????? C(0)N ????
? T ???????????????????? C(0)N ??????????????????
??????????????????????????????????????????
splitting????????????????????????N ?????????? CN ??
???????? y1?y2?????yN ?? (A.5)??????????? ± ?????????
??????????????????????????? y1?y2?????y2N ???? 2N
???????????? C(0)2N ????????????? splitting ??????? LBG ?
?????????????????? 1?????????????????? 2?4?8????
??????????????????????
yi = yi ¡ ±?yi+N = yi + ± (A.5)
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??B
CCCDataset2011????
????????? CCCDataset[44]?????????
B.1 ??????
CCCDataset??Cyber Clean Center(CCC)?????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????
???????????????????????????????????????????
????? (MWS)???????????MWS? 2008?????????????????
? CCCDataSet2008?2009?2010?2011????????????????????????
???????????????
B.2 CCCDataset2011????
????????????? CCCDataset 2011???????????
CCC2011??????????????????????????????????????
???????????????????????????????????????????
????????? 3???????????????????????????
B.2.1 ???????
???????????????????????? (MD5?SHA1)50??????????
?????????????????????????
1. ?????????????10??
2. ?????40??
?? B CCCDataset2011????
1 ?????????????????????????????????????????
???????????????????????????????????????????
?????????????????????????????????????????2 ?
2011? 1???????????????????????????????????????
???????????????????????????????????????????
????????????????????????
B.2.2 ???????
?????????? tcpdump ???????????? libpcap ???????????
??????????? OS?? 2? (honey001?honey002)???? OS?????????
????????????????????????OS???????????OS? 2???
WindowsXP SP1???????????????????????????????????
2010? 8? 18??? 8? 31??2010? 1? 18??? 1? 31????????? 23,009,309
?????? 3.8GB ???????????
B.2.3 ??????
2010 ? 5 ? 1 ??? 2011 ? 1 ? 31 ???? 9 ???????????????????
?????????? B.1 ?????? 1 ??????????? csv ???????????
Windows2000 ??????????????????????? ISP ?????????? 72
??????????????? 22MB ????????????????????? B.2 ?
???
? B.1 ?????????????
???? ?????*?????
???????????? 2011-01-14 18:20:01
??? IP???? honey016
???????? 1029
?? IP???? **. 179.100
??????? 20000
TCP??? UDP TCP
??????????????SHA1? *****6b8124247f988f96725066d3752ef018549
?????? Mal DLDER
????? C:/WINNT/system32/fewh.exe
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B.3 ???????????
?????????????????????????????????????????OS
?Windows ?????????????????? IP ????????? IP ???????
????????? IP ????????????????? ID?honey001 ????????
??????????????????????? 3 ???????????????????
???????????????????????????????????????????
???????? UNKNOWN ?????????????????????????????
??????????????????????????????????????????
? B.2 ???????????
?? ??
?????? 158,734
TCP?????????????? 136,251
UDP?????????????? 22,483
????????? IP??????? 89,122
???????????????? 12,591
????????? (UNKNOWN????) 316
B.3 ???????????
CCC2010 ?????????????????????????????????????
???????????????????????????????????????????
??????????????????????
??????? Linux???????????
1. ????????????????????????
/usr/sbin/tshark -r [?? pcap ????] -R ' !(sll.pkttype == 4) && (ip.addr ==
10.10.1*.1)' -w [?? pcap???? 1]
{pcap???????????????honey001? 10.10.11.1, honey002? 10.10.12.1??
??????
2. ??????? OS????????????
/usr/sbin/tshark -r [?? pcap ???? 1] -t ad | grep "time.windows.com" > reset-
time.log
{pcap??????log????????????
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?? B CCCDataset2011????
resettime.log ????? 20 ????????????????????????????
?????????
echo 1 >> reset pnum; /usr/sbin/tshark -r [?? pcap ???? 1] | grep
"time.windows.com" | cut -d" " -f1 >> reset pnum; /usr/sbin/tshark -r [??
pcap???? 1] | tail -1 | cut -d" " -f1 >> reset pnum
??????????????????????????
START=1; for NUM in `cat reset pnum`; do END=`expr $NUM - 1`; echo $START-
$END >> start-end; START=$NUM; done
pcap?????
for NUM in `seq -w 01 **`; do /usr/sbin/editcap -r [?? pcap ???? 1]
sliced/$NUM.pcap `head -$NUM start-end | tail -1`; done
{sliced?????????????????????????? start-end???????,
**????????? sliced?????
sliced???????????????? pcap???????????
for NUM in `seq -w 01 **`; do START=`/usr/sbin/tshark -r $NUM.pcap -t ad | head
-1 | awk 'print $2" "$3'`; END=`/usr/sbin/tshark -r $NUM.pcap -t ad | tail -1 |
awk 'print $2" "$3'`; echo "$NUM $START $END" >> start-end time.txt; done
3. ????????????????????????
4. ??????????????????????????????????
5. ???????????????????????????
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??C
?????????
??????????????????????????????????????????
???????????????????????????????????????????
???
C.1 ???????
???????????????D ??????????????????????????
????? 1?????????????????????????????????????
??????????????????????????????????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
??????????????????????????????????? d???????
???????????????????????????????????????????
??????????????????
C.2 ??????????????
?????C.1??????????????????????????????????
????? x0 ???????? p(x0) ??????????????? x0 ????????
?D ???????R????????R???? V ?????V ?? (C.1)??????
V :=
Z
R
dx (C.1)
?????? x????R????? P ?? (C.2)??????
?? C ?????????
P :=
Z
R
p(x)dx (C.2)
??????? C.1????
 
? C.1 ?????????????
?? P ??????? x0 ?????? (C.3)??????????
P ¼ V p(x0) (C.3)
????????? C.2????
???n ?????? fxigni=1 ????? R ?????????? k ?????P ????
(C.4)???????
P ¼ k
n
(C.4)
? (C.3)?? (C.4)????? P ???????p(x0)???? (C.5)???????
p(x0) ¼ k
nV
(C.5)
? (C.5)????????? (C.3)?? (C.4)???????????????? (C.3)??
(C.4)????????? R??????????????? (C.3)?? (C.4)???????
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C.2 ??????????????
 
? C.2 ?? P ??????
??R?????????????
? (C.3)???????????? (??????????)??????R?? p(x)???
??????????????????????? R???????????? (C.3)????
???????
???? (C.4) ????????????n ????????? k ???? R ??????
??????????? (C.6)???????
nCkP k(1¡ p)n¡k (C.6)
nCk ?????????? (C.7)???????
nCk =
n!
(n¡ k)!k! (C.7)
????????????????? (C.8)???????
E[k] = nP; V [k] = nP (1¡ P ) (C.8)
??????k=n??????? P ????? (? (C.9))?
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?? C ?????????
E[
k
n
] = P (C.9)
???????????????????k=n???? P ????????????????
?????????? k=n? P ??????????????????????? 1?????
?? z ???? (? (C.10))?
z :=
k
nP
(C.10)
z ????? (C.11)???????
V [z] =
1¡ P
nP
(C.11)
?? z ???????????????k=n? P ???????????????z ????
P ??????????????? C.3????
? C.3?????????P ??????????? z ??????????P ??????
?????? R?????????????? R???????????? (C.4)?????
??????
????????? (C.5) ???????? (C.3) ?? (C.4) ?????????????
(C.3) ?? (C.4) ????????? R ????????????? (C.3) ????????
????????? R ???????????? (C.4) ?????????????????
R ????????????????????? p(x) ??????????????????
?R????????????????????? fxigni=1??????R??????????
??R??? V ????????R??????????? k ?????????????
???????????????R????????? k ????????R??? V ???
??????????????????????
C.3 ????????????????
???????R??? V ???????????R??????????? k ?????
???????????
??R??????? x???????????? b??????????????????
????R??? V ?? (C.12)??????
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C.3 ????????????????
 
? C.3 ?? P ??????
V = bd (C.12)
d??????????????????? R??????????? k ?? (C.13)???
???????
k =
nX
i=1
W (
x¡ xi
b
) (C.13)
????W (x)?????????????? (C.14)?????? (? C.4)?
W (x) := f
1 max
i=1;¢¢¢;x(d)
jx(d)j <= 12
0 ????
(C.14)
????x = (x1; ¢ ¢ ¢ ; xd)T ????
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?? C ?????????
 
? C.4 ??????
? (C.12)?? (C.13)?? (C.5)???????????? p^Parzen(x)????? (? (C.15))?
p^Parzen(x) =
1
nbd
nX
i=1
W (
x¡ xi
b
) (C.15)
?????????????????
??????????????????????????????????????????
????????????????? b?????????????????????????
??????
??????????????????????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
?????????????????????????????? (????)?? K(x)???
? (? (C.16))?
p^KDE(x) =
1
nbd
nX
i=1
W (
x¡ xi
b
) (C.16)
???????????? (C.17)?????????????
K(x) >= 0 for any x 2 D;
Z
D
K(x)dx = 1 (C.17)
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C.3 ????????????????
????????????b??????????????????????????????
?????????????????????????? (C.18)????
K(x) =
1
(s¼)
2
d
exp(¡x
Tx
2
) (C.18)
?????????????? b???????????????????????????
?????????????? C.5????
 
? C.5 ????????????? (??? 4?)
? C.5??????????????????????????????
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??D
?????????????????
??
D.1 ???? PC????
?????? PC?????????
? D.1 ?? PC1?????
PC Notebook Computer: Sony VAIO VGN-FS33B
CPU Intel PentiumM 740 1.73GHz
Main Memory 512MB
OS WindowsXP
???? Microsoft Internet Explorer Version 6.0.2900.5512
? D.2 ?? PC2?????
PC Notebook Computer: Panasonic Let's note CF-F8
CPU Intel Core2 Duo 2.26GHz
Main Memory 2GB
OS WindowsXP
???? Microsoft Internet Explorer Version 6.0.2900.5512
D.2 Wireshark
???????????????????????Wireshark ???????Wireshark ?
??Gerald Combs????? network protocol analyzer????800???????????
?? 85000 ??? display ¯lter ??????????Wireshark ?????????????
?????UNIX?? libpcap?Windows??WinPcap??????????
?? D ???????????????????
? D.3 ?? PC3?????
PC Desktop Computer: Dell DIMENSION 5150C
CPU Intel Pentium D 820 2.80GHz
Main Memory 1GB
OS WindowsXP Home edition SP3
???? Opera/9.80 Version/10.10
?Wireshark??? Wireshark???????????????? D.4?????????
??????????????????? D.1????
? D.4 Wireshark???????????
Capture
Interface: Local
Bu®er size: 20 megabyte(s)
Capture File(s) File: ??????
Display Options
Update list of packets in real time
Automatic scrolling in live capture
Hide capture info dialog
Name Resolution
Enable MAC name resolution
Enable transport name resolution
????Capture???? Bu®er size???????????????????? Drop??
????????????????????
D.3 ??????????
???????????????BitTorrent????????????????????
² BitTorrent???
1. Firewall???????????
2. Wireshark????????????
3. ????????????????????????????????
4. ?????? 0?????.torrent???????
5. ????????????????? BitTorrent???
6. ???????
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D.3 ??????????
? D.1 Wireshark??????????????????????
² ??????????
1. Firewall???????????
2. Wireshark????????????
3. ????????????????
4. ?????? 0??????????????????? orURL???
5. ???????????????
????????Windows Media Player????????????????????????
???????????????????????????????????????????
???????????????????????????????????????????
(ex. Messenger ????????????) ???????????????????????
?????????????????? (ex. PeerCast ????????????????) ?
?????????
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?? D ???????????????????
D.4 ??????????
????????????????????????????????????
1. ??????? (?? IP?????????????)
ip.addr == ??? IP????
2. ????????
² BitTorrent
(!browser && !tcp.port == 135 && !tcp.port == 445 && !tcp.port == 6000 &&
!tcp.port == 1433 && !udp.port == 138 && !tcp.port == 139)
² Online Game1
(dns k ip.src == 202.213.231.27 k ip.dst == 202.213.231.27 k tcp.port == 5484 k
tcp.port == 12000 k tcp.port == 54848 k tcp.port == 19102 k tcp.port == 19101
k ip.src == 211.13.215.57 k ip.dst == 211.13.215.57)
² FTP
(ip.src == 204.152.184.73 k ip.dst == 204.152.184.73 k ip.src == 133.243.3.209 k
ip.dst == 133.243.3.209)
² ????? (POP3s??????)
!(!(tcp.port == 995) && !dns)
² ????? (SMTP??????)
!(!(tcp.port == 587) && !dns)
² Messenger
!(!(ip.src == 64.4.0.0/16) && !(ip.dst == 64.4.0.0/16) && !(ip.src == 65.54.0.0/16)
&& !(ip.dst == 65.54.0.0/16) && !(ip.src == 207.46.0.0/16) && !(ip.dst ==
207.46.0.0/16) && !(ip.src == 219.63.0.0/16) && !(ip.dst == 219.63.0.0/16) &&
!(ip.src == 120.74.243.0/24) && !(ip.dst == 120.74.243.0/24) && !(ip.src ==
124.255.194.0/24) && !(ip.dst == 124.255.194.0/24))
!(!(ip.src == 219.63.65.152) && !(ip.dst == 219.63.65.152) && !(ip.src ==
120.74.243.180) && !(ip.dst == 120.74.243.180) && !(ip.src == 124.255.194.26)
&& !(ip.dst == 124.255.194.26) && !(tcp.port == 1863 k tcp.port == 443 k (udp
&& !dns)))
² ?????? (????????????????)
!(!dns && !(ip.src == 202.248.110.0/24) && !(ip.dst == 202.248.110.0/24)
&& !(ip.src == 125.63.42.0/24) && !(ip.dst == 125.63.42.0/24) && !(ip.src
== 202.219.105.0/24) && !(ip.dst == 202.219.105.0/24) && !(ip.src ==
119.110.89.0/24) && !(ip.dst == 119.110.89.0/24) && !(ip.src == 210.135.0.0/16)
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D.4 ??????????
&& !(ip.dst == 210.135.0.0/16) && !(ip.src == 66.249.89.0/24) && !(ip.dst ==
66.249.89.0/24) && !(ip.src == 125.56.203.0/24) && !(ip.dst == 125.56.203.0/24)
&& !(ip.src == 192.221.0.0/16) && !(ip.dst == 192.221.0.0/16) && !(ip.src ==
61.0.0.0/8) && !(ip.dst == 61.0.0.0/8) && !(ip.src == 74.125.153.0/8) && !(ip.dst
== 74.125.153.0/8))
² Online Game2
(dns k tcp.port == 80 k tcp.port == 7911 k tcp.port == 9018 k tcp.port == 10804
k ip.src == 202.213.231.0/24 k ip.dst == 202.213.231.0/24)
² Peercast
(tcp.port == 7144 k tcp.port == 7145 k tcp.port == 5158)
² Skype-chat
!(arp k tcp.port == 1130 k tcp.port == 135 k udp.port == 137 k udp.port == 138 k
tcp.port == 139 k tcp.port == 445 k tcp.port == 6000 k tcp.port == 23 k tcp.port
== 1433 k (ip.src == 239.255.255.250) k (ip.dst == 239.255.255.250))
² Streaming1
(media player ?????? (?????????)????????????????
HTTP? gif????????? DNS???)
!(!(ip.src == 88.191.102.0/24) && !(ip.dst == 88.191.102.0/24))
² Streaming2
!(!(ip.src == 64.12.61.3) && !(ip.dst == 64.12.61.3) && !(ip.src == 72.26.204.0/24)
&& !(ip.dst == 72.26.204.0/24) && !(ip.src == 87.98.169.0/24) && !(ip.dst ==
87.98.169.0/24) && !(ip.src == 88.191.69.0/24) && !(ip.dst == 88.191.69.0/24)
&& !(ip.src == 64.74.207.0/24) && !(ip.dst == 64.74.207.0/24) && !(ip.src ==
205.188.234.2) && !(ip.dst == 205.188.234.2))
² HTTP?????? (imgset.gif???)
!(!(ip.src == 203.191.227.56) && !(ip.dst == 203.191.227.56) && !(ip.src ==
211.13.211.4) && !(ip.dst == 211.13.211.4))
² YouTube
!(!dns && !(ip.src == 74.125.0.0/16) && !(ip.dst == 74.125.0.0/16) && !(ip.src
== 66.249.0.0/16) && !(ip.dst == 66.249.0.0/16) && !(ip.src == 72.14.0.0/16) &&
!(ip.dst == 72.14.0.0/16))
???????????????????????????????????????????
???????????????????Skype??? BitTorrent?????????????
????????????????????????????????????????????
????????
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?? D ???????????????????
² casp: tcp.port == 1130
² epmap: tcp.port == 135
² netbios-dgm: udp.port == 138
² netbios-ssn: tcp.port == 139
² microsoft-ds: tcp.port == 445
² x11: tcp.port == 6000
² telnet: tcp.port == 23
² ms-sql-s: tcp.port == 1433
???BitTorrent?????TCP??????????????????????????
² SSDP
² IGMP
² ICMP
² UDP
² NAT-PMP
² NBNS
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Abstract In this paper, we evaluated features used in existing researches based on the experiment that
showed how each features could discriminate anomaly tra±c that was infected with malware from normal
tra±c that was not infected with malware. In this evaluation, we made discriminations using the distance
between the normal or anomaly codebook made by each features using vector quantization and test data.
In this paper, we used CCCDATAset as anomaly tra±c data, some tra±c data on an intranet which was
the same date as anomaly tra±c data as normal tra±c. Then we report our consideration which features
are e®ective for malware detection with no relation to year e®ects.
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1 ?????????
??????????????????????
????????????????????????
????? (Malicious Software)????????
???????????????????????
???????????????????????
? [1]???? 2011??????????????
????? 4?????????????????
???????????????Web?????
???????????????????????
???????????????????????
??
???????????????? [2]?????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
????????????????????????
???????????????????????
????????????????????????
???????????????????????
???????????????????????
???????????????????????
?????????????????????? [3]?
???????????????????????
????????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
????????????CCCDATAset2009, 2010,
2011[4](?? CCC2009, CCC2010, CCC2011)??
???????????????????????
???????????????????????
???????????????????????
???????????????????????
?????????????????3?????
???????????????????????
???????????????????????
???????????????????????
????????????????
??????????????????????
???????????????????????
????????????????????????
?????????????????????
2 ??????
??????????????????????
????????????????????????
?? [5]??????????????????
???????????????????????
???????????????????????
?????????????? (???????)?
???????????????????????
???????????????????????
??????TCP?????????? 5???
TCP?UDP?ICMP??????????????
???????????????????????
???????????????????? IP??
???????????????? IP??????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
????????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
????
?? [6]??????????????????
???????????????????????
??????????????? ICMP?SYN ?
?????FIN??????SYN,FIN??? TCP
??????UDP?????? 60???????
????????????????????
?? [7]??????????????????
???????????????????????
???????????????????????
???????????????????????
???
?????????????????????TCP
???????????????????????
??????????
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? 1: ??? 36??
?? ??? [??]
1 ?????
2 ?????????? [byte]
3 ?????????? [byte]
4 ?????????? [byte]
5 ?????????? [byte]
6 ???????????? [byte]
7 ??????? [?]
8 ??????? [?]
9 ??????? [?]
10 ????????? [?]
11 SYN?????
12 FIN?????
13 PSH?????
14 ACK?????
15 RST?????
16 URG?????
17 SYN/ACK?????
18 FIN/ACK?????
19 PSH/ACK?????
20 RST/ACK?????
21 TCP?????? SYN??????
22 TCP?????? FIN??????
23 TCP?????? PSH??????
24 TCP?????? ACK??????
25 TCP?????? RST??????
26 TCP?????? URG??????
27 TCP?????? SYN/ACK??????
28 TCP?????? FIN/ACK??????
29 TCP?????? PSH/ACK??????
30 TCP?????? RST/ACK??????
31 ICMP??????????
32 UDP?????
33 ????????? 69/UDP??????
34 ????????? 80/TCP??????
35 ????????? 110/TCP??????
36 ????????? 443/TCP??????
3 ????
3.1 ??????
??????????????????????
???????????????????????
????????????????????? 36?
??? 1????
3.2 ????
3.2.1 ????
??????????????????????
???????????????????????
????????????????????????
???????????????????????
???????????????????????
???????????????????????
??? 1???????????????????
???????????????????????
??0.1??1??10??100?? 4???????
???????????????LBG+Splitting?
?????????? 2?4?8?16?32? 5???
???????????????????????
????????????????? 1?????
????????????????????????
???????????????????????
???????????????????????
???????????????????????
???????
??????????????? True Positive
Rate(??TPR)?True Negative Rate(??TNR)
?????TPR????????????????
???????????????TNR?????
???????????????????????
????????????2009??2010??2011
???????????????????????
????????????TPR?TNR?????
?????
3.2.2 ???????????
??????????????????????
???? CCC2009??????????????
??????? 3? 13??? 3? 15?? 2009??
???????????????????????
?????? CCC2009, CCC2010?CCC2011??
???????????????????????
??????????????
????????????????CCC2009, 2010,
2011?????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
?????????????OS?????????
???????????????????????
???????????????????????
???????????????????????
???????????????????
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4 ??????????????
??????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
????????
??????????????????????
???????? TPR,TNR??????????
????????TPR?????????????
???????????????????????
???????????????????????
????3??? TPR,??? TNR? 90%???
????????????????????????
????????????????????????
???????????????????????
????????????
4.1 TPR,TNR???????
?????????????????????? 3
????????????TPR,TNR??? 90%?
???????????????????????
???????????????????????
???????????????????????
??? TPR,TNR ????????? 2?? 3 ?
???
? 2: ??????????? TPR
??? ??? 2009 2010 2011
????? ???? TPR TPR TPR
1? 8 99.3% 99.8% 91.5%
1? 16 98.9% 100% 91.5%
10? 16 99.1% 100% 94.6%
100? 8 98.4% 98.7% 93.8%
100? 16 98.7% 98.9% 95.5%
??????????? 1??????????
???????????????????????
???????? 4????
? 4????????????????????
???????????????????????
? 3: ??????????? TNR
??? ??? 2009 2010 2011
????? ???? TNR TNR TNR
1? 8 99.3% 100% 98.4%
1? 16 99.3% 100% 98.4%
10? 16 100% 100% 100%
100? 8 100% 99.8% 100%
100? 16 100% 99.8% 99.8%
? 4: ?????????? (??????????)
2009 2010 2011
?? (??) 70.3[byte] 63.8[byte] 97.0[byte]
?? (??) 60.0[byte] 60[byte] 60.7[byte]
???? (??) 36.0[byte] 2.2[byte] 50[byte]
???? (??) 0.2[byte] 0[byte] 4.9[byte]
???????????????????????
???????????????? 60byte???
???????????????????????
???????????????????????
???????????????????????
????
4.2 TPR???????
?????????TPR? 3?????? 90%?
??????????3???TPR???????
?????? TPR??????????????
??????????????????? 5???
?????????? 1???????
? 5????????????????????
???????????????????????
??????
4.2.1 ?????
? 5??????????? 0.1????????
? 2???????RST/ACK?????????
? 2009?,2010?,2011??TPR? 100%????
???????????????? 0.1?????
???????????????????????
??????????????????RST/ACK
????? 0?? 1??????????????
???????????????????????
???????????????????????
???????????????????????
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? 5: TPR????????? TPR?????
??? ?? ??? ???
?? TPR ????? ????
4 98.0% 100? 32
14 99.4% 1? 8
15 99.8% 10? 8
17 99.9% 0.1? 2
18 99.9% 1? 4
19 96.1% 100? 2,8
20 100% 0.1? 2
21 98.7% 0.1? 16
24 97.9% 0.1? 8
25 99.8% 0.1? 4
27 99.3% 0.1? 8
28 98.1% 1? 32
29 98.5% 0.1? 8
30 99.4% 1? 16
31 99.7% 1? 32
32 99.9% 0.1? 4
34 100% 0.1? 16
35 100% 0.1,1,10,100? 2,4,8,16,32
36 100% 0.1,1,100? 2,4,8,16,32
??????????????????RST/ACK
?????? 0? 1??????????????
???????????????????TPR?
100%?????????????????????
???????????????????????
???????????????????????
????????????????????
?????? SYN ?????????????
SYN????????????????????
??????????????? SYN?????
??????SYN???????????????
???????????????????????
???????????????????????
???? SYN????????????????
???????????????????????
?????????????????????SYN
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
?????????
??????????????????????
???????????????????????
??????????????1????????
???????????????????????
?????????????2011????????
???????????????????????
?????????? 6????
? 6: 1???????????????????
???????? ?? ??
0.1? 2.4 53.5
1? 6.2 252.8
10? 21.8 3051.6
100? 549.1 8724.6
???????????????? 1?????
???1????????????????????
??1?????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
?????
4.2.2 ??????
????ACK????????????????
??? 10??????????????TPR??
???????TCP??????ACK?????
??????????????????? 10???
?????2011????????????????
?? TCP?????? ACK?????????
???????? 1,? 2????
 
0
50
100
150
200
250
300
350
0 0.1 0.2 0.4 0.6 0.8 1
頻
度(
サ
ン
プ
ル
数)
TCPパケット中のACKパケット割合
? 1: TCP??????ACK?????? (??)
? 1,? 2????????????ACK???
???????????????? ACK????
???????????????????????
???????????????????????
- 281 -
 0
50
100
150
200
250
300
0 0.1 0.2 0.4 0.6 0.8 1
頻
度(
サ
ン
プ
ル
数)
TCPパケット中のACKパケット割合
? 2: TCP?????? ACK?????? (??)
????????????????????, ACK
?????????????????????
??????????????????????
???????????????????????
???????????????????????
????????????????????????
ACK????????? TCP?????? ACK
???????????????????????
???????????????TCP??????
???????????????????????
?????????????????? 0.1???
???????????????????????
???????????????????????
???????????????????????
??????????????
4.2.3 ??????????????
??????????????????????
??TPR? 100%???????????????
??????? 80/TCP????????4.2.1?
???????????????????????
???????????????????????
??????????????????????
110/TCP,443/TCP ?????????4.2.1 ??
??? RST/ACK??????????????
???????????????????????
???????????????????????
???????????????????????
????????????
5 ???
??????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
???????????????????????
?????????????? ACK??????
?? TCP?????? ACK?????????
???????????????????????
??????????
??????????????????????
???????????????????????
???????????????????????
???????????????
????
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????????????
??????????????????
?????y1 ?????y2 ?????y1
?????y3 ????y1
?????????????????????????????????????
?????????????????????????????, ????????
??????????????????????????????????????
??????????????????????????????????????
?????????????????????????????????????
??????????????????????????????????????
??????????????????????????????????????
??????????????????????????????????????
??????????????????????????????????????
??????????????????????????????????????
??????????????????????????????????????
??????????????????????????????????????
CCCDATASet ?????????????????????????
A study on malware detection method
using score level fusion
Masatsugu ICHINO,y1 Kenji KAWAMOTO,y2
Yusuke OHTSUKI,y1 Mitsuhiro HATADAy3
and Hiroshi YOSHIURAy1
We propose a method of malware detection using score level fusion. The
threat of stealth botnets and infections through web sites is especially increas-
ing. Malware detection has becomes important for the safety of internet usage.
We therefore studied the malware detection method by comparing malware
trac with normal trac. Feature level fusion is often used in feature fusion of
malware detection. We think it is dicult to design the classier because each
feature have own range of value and the distribution of fusion of each feature
may become complexity. And it is dicult for feature level fusion to fuse the
feature extracted from trac data in which time slot width diers. In this pa-
per, we evaluated the eectiveness of proposed method by using CCCDATASet.
1. ? ? ? ?
????????????????????????????????????????
??????????? (Malicious Software)???????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????Web?????????????????????????
?????????
????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
????????????????????????????????????????
?????????????????????????????????????????
???????????????????????????????
????????????????????????????????????????
??????????????????????????????? (?????????
????)????????????????????????????????????
???????????????????????????? ????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
???????????????
y1 ????????????????????????
y2 ???????????????????????
y3 NTT ??????????????
?????????, ?????????????????????????????
?4)5)?
????????????????????????????? (AND,OR)?????
?????????AND,OR????????????????????????AND?
?????? FPR(False Positive Rate?????????????????????)?
??????FNR(False Negative Rate?????????????????????)?
?????OR??????? FNR???????FPR???????????AND,OR
???????FPR? FNR??????????????????????
????????????????????????????????????????
?????1)2)??????????????????????????????????
????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????????????
?????????????????????????????????
????????????????????????????????????????
?????????????????????????????????????????
????????????????????????????? 1??????? 2??
????????????????????????????????????????
??????????????????????????????????3)??????
?????????????????????????????????????????
? (???????????????????????)???????????????
?????????????????????????????????????????
?????????????????????????
?????????????? CCCDATASet??????????????????
????????????????????????????????????????
?????2.??????????????????????????3.????????
???? CCCDATASet????????????????????4.????????
??????
2. ? ? ? ?
2.1 ????????
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Evaluation of secular changes in statistical features of traffic for the
purpose of malware detection
Kenji Kawamoto, Masatsugu Ichino, Mitsuhiro Hatada, Yusuke Otsuki, Hiroshi Yoshiura, and Jiro Katto
Abstract Applications and malware affecting them are dramatically changing. It isn’t certain whether the currently used
features can classify normal traffic or malware traffic correctly. In this paper, we evaluated the features used in previous
studies while taking into account secular changes to classify normal traffic into the normal category and anomalous traffic
into the anomalous category correctly. A secular change in this study is a difference in a feature between the date the
training data were caputred and the date the test data were captured in the same circumstance. The evaluation is based on
the Euclidean distance between the normal codebook or anomalous codebook made by vector quantization and the test
data. We report on what causes these secular changes and which features with little or no secular change are effective for
malware detection.
1 Introduction
The threat of malware is increasing. Malware is the word made from?malicious?and? software?and this sort of
software compromises the security of or hijacks computers. A certain web site [1] claimed about 4,000 malware incidents
occured in the first half of 2011 in Japan. The threat of stealth botnets and infections through web sites is especially
increasing. In addition, new kinds of malware are appearing. Malware detection has thus becomes important for the safety
of Internet usage.
Fujiwara [2] categorized research on detecting malware and found that it tended to focus on detecting known malware:
methods of detecting unknown malware have not been discussed sufficiently. In this paper, we focus on detecting un-
known malware by using traffic data because we suppose that normal traffic is quite different from anomalous traffic data.
Moreover, we thought that malware might be easier to detect if we treated traffic as a time series signal. For example, there
are numerous biometric recognition algorithms that work for lip movements, etc, and Ichino [3] showed that the accuracy
of algorithms that use images streams is better than those that use static-image matching.
There are a lot of malware detection methods using packet payload information in previous research. For example,
Karamcheti [4] used the inverse distributions of packet contents. However, it is impossible to detect malware in encrypted
communication and to maintain privacy. Therefore, we focus on the packet header on the Internet in this research. After
extracting the features of these headers, we classified the traffic into normal or anomalous.
Features used in malware detection have not been thoroughly evaluated. In this study, we tried to determine ones that
would be effective for classifying normal or anomalous traffic by using CCCDATAset2009, 2010, 2011 [5] (we refer to
these sets as CCC2009, CCC2010, CCC2011 later in this paper) as the anomalous traffic data and traffic data captured
in an intranet as normal traffic data. We studied secular changes that occur over the course of three years worth of data.
A secular change is difference in a feature between the date the training data were caputred and the date the test data
were captured in the same circumstance. It is important to take into account secular changes because traffic data may
dramatically change in a year. Features for which discrimination rates vary greatly from year to year aren’t effective for
malware detection. Therefore, secular changes are important factor for the evaluation of features.
This paper is organized as follows. In section 2, we describe the previous research and utilized features. Section 3
explains our experiment, and section 4 discusses accurate features for detecting malware. Section 5 is the conclusion.
2 Related Works
Here, we describe the features used in the previous research on malware detection and network intrusion detection.
Sato [6] discussed a network intrusion detection system that incorporated detection modules based on timeslot and
flow count analysis. The timeslot method extracts features at fixed time intervals by refering to the frequency of TCP
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header flags and the number of TCP, UDP, and ICMP packets. The flow count method, on the other hand, extracts features
from every flow. A flow is a group of packets that have the same five-tuple of protocol type, source address, source port,
destination address, and destination port. Fragmented packets and the inverse of the same port number frequency are
used in flow count methods. In the field of malware detection, it is important to detect malware traffic quickly in order
to prevent malware from spreading thourgh the network. However, detecting malware in real time by using flow count
method is hard because feature extraction finishes when all the same flow packets are captured. Thus, we shall use the
timeslot method in this study.
Hiramatsu [7] studied a clustering method for defining multiple normal states from network traffic data. The normal-
ization numbers of ICMP, SYN, FIN, UDP and TCP except SYN, and FIN packets extracted every 60 minutes are used
to define multiple normal states.
Kugisaki [8] focused on the host’s transmission intervals as a feature and confirmed that there is a difference in trans-
mission interval between traffic originating from human and botnet.
The above studies show that the number of packets, transmission interval, TCP flags, and port number is often used in
the field of malware detection and network anomalous detection.
3 Evaluation Experiment
3.1 Evaluation eature
We use the existing research as a guide to extract features from the packet header and compiled statistics about the header
information. Table 1 shows the 36 types of features evaluated in this paper.
Table 1 36 types of features
number feature [unit]
1 number of packets
2 sum of packet sizes [byte]
3 mean packet size [byte]
4 minimum packet size [byte]
5 maximum packet size [byte]
6 standard deviation of packet size [byte]
7 mean transmission interval [seconds]
8 minimum transmission interval [seconds]
9 maximum transmission interval [seconds]
10 standard deviation of transmission interval [seconds]
11 number of SYN packets
12 number of FIN packets
13 number of PSH packets
14 number of ACK packets
15 number of RST packets
16 number of URG packets
17 number of SYN/ACK packets
18 number of FIN/ACK packets
number feature [unit]
19 number of PSH/ACK packets
20 number of RST/ACK packets
21 ratio of SYN packets to TCP packets
22 ratio of FIN packets to TCP packets
23 ratio of PSH packets to TCP packets
24 ratio of ACK packets to TCP packets
25 ratio of RST packets to TCP packets
26 ratio of URG packets to TCP packets
27 ratio of SYN/ACK packets to TCP packets
28 ratio of FIN/ACK packets to TCP packets
29 ratio of PSH/ACK packets to TCP packets
30 ratio of RST/ACK packets to TCP packets
31 number of ICMP packets
32 number of UDP packets
33 number of 69/UDP port packets
34 number of 80/TCP port packets
35 number of 110/TCP port packets
36 number of 443/TCP port packets
3.2 Methods used in the experiment
1. Evaluation method
The method to classify the test traffic into the normal or anomalous is a follows. First, we prepared a normal codebook
and an anomalous codebook by separately using normal traffic data and malware traffic data as training data. The
codebooks were made by vector quantization. Each codebook have one dimension to evaluate one individual feature.
The timeslot interval for extracting features is 0.1, 1, 10, or 100 seconds, the vector quantization algorithm is LBG and
splitting and vector quantization level is 2, 4, 8, 16, or 32. Vecotor quantization level means how many codebooks are
made by the vector quantization. For the parameters(set of features, timeslot interval and vector quantization level), we
discriminated on the basis of the Euclidean distance in the feature space between the labeled test data and the normal
or anomalous codebook. If the distance between the test data and the normal codebook is shorter than the distance
between the test data and the anomalous codebook, the test data is classified into normal traffic. If not, the test data is
classified into malware traffic.
As evaluation indicators, we used the true negative rate (TNR), i.e, the rate at which normal traffic is correctly classified
into normal category, and the true positive rate (TPR), i.e, the rate at which malware traffic is correctly classified into
anomalous category. For each features and parameters, we calculated TNR and TPR by using traffic data from 2009,
2010 and 2011 in every timeslot.
2. Experimental data
We used CCC2009 for the anomalous codebook and normal traffic data captured on Mar 13, 14, 15, 2009 as the
normal codebook. The test data for the malware traffic is CCC2009, CCC2010, and CCC2011 and the test data of the
normal traffic is from 2009, 2010, and 2011. The CCCDATAset was captured in a honeypot and the normal traffic was
captured in an intranet. The normal traffic and malware traffic data were captured on the same dates.
It would have been desirable to use normal and malware traffic data captured in the same circumstance for the exper-
iment. However, resources on malware traffic are rather limited. In addition, normal traffic data captured in honeypot
would not be realistic because nobody generates traffic in a honeypot. To handle this problem, the normal traffic data
needs to be preprocessed to imitate the capture circumstances of malware traffic.
² Preprocessing for normal traffic
The normal traffic data was preprocessed to meet the following requirements.
a. Generated from one host.
It is necessary to imitate the capture circumstances of malware traffic.
b. Generated by normal users.
If the host is infected with malware, it will download or update new malware or try to connect to the Internet.
However, such transmissions are normal in terms of their behavior. In this research area, it is important to be able
to distinguish malware transmissions and behavior of human with no malicious intent. Hence, the normal traffic
generated by a normal user must be used.
² Preprocessing for malware traffic
In this experiment, we used honeypot traffic data from CCC2009, CCC2010, and CCC2011, which includes scan
traffic, exploit traffic, and infected traffic. This means it includes non-infected traffic data. However, it is essential for
us to use only infected traffic data in the evaluation experiment. Hence, we did preprocessing to extract the malware
traffic from the other attacking traffic data. The procedure for doing so is as follows.
a. Cut out control packets generated only in the honeypot circumstance.
b. Divide the pcap data in the OS reset interval of the honeypot.
c. Check whether traffic is truly infected by refering to the malware collection log provided in the CCCDATAset and
look for the first packet of the malware transmission.
d. Extract the traffic data after the first packet of the malware transmission.
4 Experimental Results and Analyses
Here, we summarize the experimental results and analyze which features are effective at detecting malware thourgh secular
changes in TNR and TPR, and we classify the features into two categories, one is the case that the secular change is big,
the other in which the secular change is small. Then, we determine also which timeslots and vector quantization levels are
effective. Finally, we summarize which features overall are the most effective.
First, we looked at the changes in the TNR and TPR over the course of three years. Table 2 shows the discrimination
rates of TNR and TPR in 2009, 2010, and 2011. The average TNR or TPR is the mean of the corresponding values
calculated for each feature types, timeslot length, and number of vector quantizattion levels.
Table 2 Discrimination rates of TNR and TPR
year 2009 2010 2011
average(TNR) 36.1% 35.2% 40.7%
average(TPR) 57.0% 54.1% 51.2%
The average TNR in 2011 is the highest, while the average TPR in 2011 is the lowest. From this result, it is clear that
the secular change in the test data affects the discrimination rate.
4.1 Secular change
1. TNR
Figure 1 shows features for which the average TNR is higher than 50% during the three years.
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Fig. 2 Why TNR is the highest in 2011
² Features with large secular change
Features 2, 3, 9, 14, 17,18, 19, 20, 24, 34, and 36(these numbers match those in Table 1) show large secular changes
in TNR. Except for feature 9, the average TNR are the highest in 2011. Figure 2 shows why the average TNR of
these features is the highest in 2011. In terms of the above features, almost all of the normal test data in 2011 can
be classified as normal because the feature values are too high and very close to the normal codebooks. However,
the normal test data in 2009 and 2010 are often classified as malware tarffic. This is why the average TNR is the
highest in 2011. This situation arises from the differnce in the number of packets in the normal test data. Table 3
shows how many packets there are in each year. The unit of the average is packets per slot.
Table 3 Number of packets of normal test data for each year
timeslot 0.1 seconds
year 2009 2010 2011
average 14.3 10.8 5.51
standard deviation 33.8 23.1 9.5
timeslot 1 seconds
year 2009 2010 2011
average 189.9 33.2 30.9
standard deviation 580.4 61.3 43.3
timeslot 10 seconds
year 2009 2010 2011
average 340.8 157.0 1039.7
standard deviation 1561.7 451.1 1176.7
timeslot 100 seconds
year 2009 2010 2011
average 1656.4 6060.0 9225.8
standard deviation 4520.9 1362.3 10603.3
Table 4 TNRs over 90% for three years for minimum packet size
timeslot vector quantization level 2009 2010 2011
0.1 seconds 4 98.4% 92.6% 90.4%
0.1 seconds 8 98.2% 92.6% 93.3%
1 seconds 4 99.8% 98.7% 100%
1 seconds 8 100% 98.7% 100%
1 seconds 16 98.0% 99.1% 100%
10 seconds 2 100% 100% 100%
10 seconds 4 100% 100% 100%
10 seconds 8 100% 100% 100%
10 seconds 16 100% 100% 100%
100 seconds 2 99.3% 100% 100%
100 seconds 4 100% 100% 100%
100 seconds 8 100% 100% 100%
100 seconds 16 100% 100% 100%
Table 3 shows that the number of test data packets in 2011 is the largest. The contents of traffic is similar for each
year. Hence, the number of test data packets significantly affects the secular change.
² Features with small secular changes
Features 4, 7, 8, 11, 21, 25, 28, 30, 31, 32, and 35(these number match those of Table 1) show little secular change
in TNR. These features are typically ratios(for example, ratio of SYN packets to TCP packets). Therefore, it is
effective to use such features for suppressing drops in discrimination rates caused by secular changes.
Among these features, features 4 (minimum packet size), 11 (number of SYN packets), and 21 (ratio of SYN
packets to TCP packets) have average TNRs higher than 75%.
– Minimum packet size
Table 4 shows TNRs over 90% for three years for the minimum packet size.
Table 5 shows the average and standard deviation of the minimum packet size in the normal and anomalous test
traffic data. The unit of the average is byte per slot.
Table 5 shows that the minimum packet size of normal traffic is almost always 60 bytes if the timeslot interval
is larger than 1 seconds. On the other hand, the minimum packet size of anomalous traffic varies. There is an
enormous difference between the standard deviation of the minimum packet size of normal traffic and that of
anomalous traffic. In normal traffic, the standard deviation is almost always 0, in contrast, it is much larger than
zero for anomalous traffic. We suppose that this difference would be effective for malware detection. That is,
we think that both of the minimum packet size and its standard deviation are useful and efficient features for
detecting malware.
Table 5 Average and standard deviation of minimum packet size in nor-
mal and anomalous test traffic
timeslot 0.1 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 79.5 81.0 93.7 68.6 84.7 114.4
standard deviation 95.6 113.1 134.7 32.4 89.1 174.6
timeslot 1 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 60.1 60.8 60.0 70.7 73.3 101.1
standard deviation 1.3 7 0 31.1 34.8 83.1
timeslot 10 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 60.9 60.1 60 67.8 71.2 102.2
standard deviation 0.2 3 0 28.2 40.4 113.9
timeslot 100 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 60.4 60 60 69.3 66.8 84.2
standard deviation 2.8 0 0 44.9 40.4 60.4
Table 6 Number of packets of anomalous test data in each year
timeslot 0.1 seconds
year 2009 2010 2011
average 42.3 11.6 3.3
standard deviation 78.6 11.7 4.3
timeslot 1 seconds
year 2009 2010 2011
average 139.6 166.6 6.6
standard deviation 121.2 140.1 13.6
timeslot 10 seconds
year 2009 2010 2011
average 781.6 1439.3 23.4
standard deviation 584.6 1161.6 54.2
timeslot 100 seconds
year 2009 2010 2011
average 3350.4 7578.9 348.7
standard deviation 5212.5 9580.1 1711.7
– Number of SYN packets, ratio of SYN packets to TCP packets
TNR is very high when the number of SYN packets or ratio of SYN packets to TCP packets is used. This is
because anomalous traffic data tends to behave like a SYN scan. Because of this, the values in the anomalous
codebook are much larger than those of the normal codebook. Moreover, normal test traffic data doesn’t have a
lot of SYN packets. Therefore, almost all of the normal traffic data are classified in the normal category. That
is why the TNR is very high. However, malware traffic doesn’t always have SYN scans. Although it is difficult
to use these features for classifying whether traffic is normal or malware, it would be effective for predicting or
detecting attack.
2. TPR
Figure 3 shows for which the TPR is higher than 70% over the course of three years.
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Fig. 3 Changes in TPR higher than 70% over the course of three years
² Features with large secular change
Features 1, 3, 5, 6, 7, 9, 10, 11, 21, and 29 have large secular changes in TPR. Except feature 1 and 9, the average
TPR is lower in 2011 than in 2009 and 2010. We consider there are two reasons why TPR is the lowest in 2011. The
first reason is that the anomalous traffic data in 2011 has fewer SYN scans than the anomalous traffic data in 2009
and 2010. If traffic data doesn’t have a lot of SYN scans, the average packet size is large. The behavior is close to
that of normal traffic data. That’s why the average TPR is the lowest in 2011 for features 3, 11, and 21. The second
reason is that the number of packets in the anomalous test data in 2011 is fewer than in 2009 or 2010. Table 6 shows
the number of packets in the anomalous test data. The unit of the average is packets per slot.
It is clear that the number of packets in the anomalous test data is the fewer in 2011 than in 2009 or 2010. There isn’t
a large year-to-year difference in the anomalous test data as regards the number of PSH/ACK packets. However, the
ratio of PSH/ACK packets to TCP packets is the highest in the anomalous test data in 2011 and close to the ratio of
the normal test data. That’s why the average TPR for feature 29 is the lowest in 2011.
² Features with small secular change
Features 4, 14, 17, 18, 19, 20, 25, 30, 31, 32, 34, and 36 have small changes in TPR. Among these features, those that
have average TPRs higher than 80% are 4 (minimum packet size), 14 (number of ACK packets), 21 (ratio of RST/ACK
packets to TCP packets).
² Minimum packet size
Table 7 shows TPRs over 90% over the course of three years for the minimum packet size.
Table 7 TPRs over 90% for three years for the minimum packet size
timeslot vector quantization level 2009 2010 2011
0.1 seconds 32 99.8% 94.6% 90.2%
1 seconds 32 100% 99.6% 95.8%
10 seconds 32 94.0% 92.0% 92.4%
Table 8 Average number of ACK packets in normal and anomalous test
traffic
timeslot 0.1 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 10.9 6.9 3.3 2.6 0.6 2.3
timeslot 1 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 174.1 20.0 19.0 3.1 1.3 3.4
timeslot 10 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 289.1 103.2 787.2 10.0 10.9 11.8
timeslot 100 seconds
normal anomalous
year 2009 2010 2011 2009 2010 2011
average 1305.4 432.8 6669.8 40.7 73.5 37.5
In terms of TPR, the minimum packet size and its standard deviation are effective for malware detection just as
they are for the TNR.
² Number of ACK packets
Table 8 shows the average number of ACK packets in normal and anomalous traffic for three years.
From Tables 3 and 6, we can see that there is no large difference in the number of packets between normal and
anomalous test traffic. Moreover, the number of ACK packets in the anomalous test traffic is very few in comparison
with that in the normal test traffic. Therefore, the number of ACK packets is an effective feature to classify traffic
data into normal or anomalous.
² Ratio of RST/ACK packets to TCP packets
In terms of the ratio of RST/ACK packets to TCP packets, TPR itself is high and the secular change is small.
However, both sorts of test traffic have a lot of timeslot intervals in which the ratio of RST/ACK packets to TCP
packets is 0. Moreover, the anomalous codebook is closer to 0 than the normal codebook is. Therefore, the ratio
of RST/ACK packets to TCP packets can’t detect malware correctly. This type of feature is not useful for malware
detection.
4.2 Timeslot length
Table 9 shows the average TNR and TPR in each timeslot throughout three years.
Table 9 Average TNR and TPR in each timeslot
timeslot 0.1 seconds 1 seconds 10 seconds 100 seconds
Average TNR 31.0% 33.6% 36.2% 48.5%
Average TPR 48.2% 56.3% 57.2% 54.5%
Table 10 Average TNR and TPR at each vector quantization level
VQ level 2 4 8 16 32
Average TNR 45.4% 41.6% 40.4% 38.2% 38.0%
Average TPR 52.3% 52.3% 51.4% 51.5% 48.6%
It is obvious that 0.1 seconds is too short a period for detecting malware traffic. Moreover, considering actual circum-
stances and the need for real time detection of malware, 100 seconds interval would be long. We, hence, suppose that it
would be better to use 1 or 10 seconds for extracting features.
4.3 Vector quantization level
Table 10 shows the average TNR and TPR at each vector quantization level throughout three years.
In the case of using one feature, level 32 is too high for detecting malware, and level 2 or level 4 is effective in this
experiment. We will study a malware detection method combining two or three features in the near future. In such a
situation, we think the level 8 or 16 level may be best.
4.4 Effective features for malware detection
The effective features for malware detection are ones with small secular changes and simultaneously high TNR and
TPR. Features with either high TNR or high TPR may also be effective. The above analysis shows that the most effective
features for malware detection are the minimum packet size(and/or its standard deviation), the number of SYN packets,
the ratio of SYN packets to TCP packets, and the number of ACK packets. In addition, 1 or 10 seconds is a good time
interval for extracting these features, and level 2 or 4 is an effective for vector quantization level in the case of using one
feature.
5 Conclusion
In this paper, we looked at how well the features used in the previous research can classify normal and malware traffic and
discussed which of them are actually effective at malware detection. Our analysis showed that secular changes significantly
affect the discrimination rate. We guessed that there are two main reasons for secular changes. First, if there are large
differences between each test data, the discrimination rate dramatically changes. Second, if some test data have a particular
behavior, for example, SYN scan, the features in test data dramatically change.
Considering such secular changes, we concluded that four features are especially effective for malware detection, the
minimum packet size(or its standard deviation), the number of SYN packets, the ratio of SYN packets to TCP packets,
and the number of ACK packets. The best time interval for extracting features is 1 or 10 seconds and 2 or 4 may be the
best level of vector quantization in case of using one feature.
In our research, we have three subjects of future work. First, we should discuss how to combine features so as to
improve the discrimination rate.
Second, we should discuss what types of traffic data we should use for training data in order to enhance the discrimination
rate. We have found that the number of packets and certain behaviors especially affect it. Therefore, we should look at
training data that would emphasise these points.
Third, we should look into the capture circumstances of normal traffic. In this experiment, the normal traffic data was
captured in an intranet while the anomalous traffic was captured in a honeypot circumstance. Although it is valid to use
normal traffic after it has been preprocessed in the above circumstance, the malware circumstance is much different from
the normal traffic circumstance. Therefore, it is important to research normal traffic circumstances in order to perfome a
more reliable experiment.
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あらまし 近年，トラヒックデータを用いたマルウェア感染検知において，複数の特徴量を用い、そ
の組み合わせから正常時通信と感染時通信の識別をしている．しかし，個々の特徴量毎の有効性や，
マルウェアの種類毎の有効性について明確に示されていない．そこで本研究では，ペイロードにおけ
る感染検知において，感染時通信として CCCDATAset，D3M2012 を,  正常時通信として 2 種類のイ
ントラネットのトラヒックデータを用い，マルウェアの種類としてワーム，トロイの木馬，ファイル
感染型ウイルスを取り上げ，261 種類の特徴量に対して，4 つの量子化レベル数において各々TPR，
TNR を求め，個々の有効な特徴量をマルウェアの種類毎に明らかにした． 
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Abstract We evaluated features used in related works based on traffic data since effectiveness of 
using these features in malware detection is not evaluated sufficiently. In the evaluation, 
CCCDATAset and D3M2012 are used as anomaly traffic data infected with malware, and traffic 
data captured in some Intranet are used as normal traffic data. We evaluated the features by 
comparing the distances between normal/anomaly codebooks made by vector quantization and 
input data. In this paper, we show and discuss the evaluation results of payload features in each 
type of malware. 
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1. はじめに 
 近年，仕事や生活等さまざまな場面でインター
ネットが必要不可欠な存在となっている．インタ
ーネットが普及し，便利さが増す反面，それらを
悪用したマルウェアの活動による被害が拡大して
いる．マルウェアとは悪意のあるソフトウェア
（Malicious Software）の略称であり，感染した
PC のデータ破壊や個人情報の流出等，我々の日
常生活を脅かす存在となっている. 
 2011 年前半に新しく出現したマルウェアの数
は，120万件で，2010年の後半よりも 15.7%分増
加している[1]．その上，近年のマルウェアは亜種
が数多く存在し，複数のダウンロードサーバに分
散して感染する等，複雑化・高度化が進んでいる．
そのため，早急に対策を講じる必要がある. 
これに対し，シグネチャ型，イベント監視型な
どの手法を用いてマルウェアの検知，駆除を行う
マルウェア対策ソフトがセキュリティベンダによ
って開発されている[2]．しかしこれらの検知手法
は，マルウェア毎に特徴を示すシグネチャを用意
しなければならず，短期間で大量に出現する未知
のマルウェアの検知に対応できない．そのため，
未知のマルウェアに有効な感染検知，つまり感染
してしまうことを前提として，感染後に早期に検
知できるようにすることが必要とされている． 
そこで近年，マルウェア感染検知の中でもトラ
ヒックデータ検知に着目した手法が注目されてい
る．なかでも，ヘッダ情報よりも情報量が多く，
感染時通信と正常時通信を区別する情報が多く含
まれていると考えられる，ペイロード情報を用い
た検知手法が注目されている． 
本研究ではまず，ペイロード情報に基づく感染
検知を行う既存研究を分析した．その結果，検知
手法の検討がメインで，どの特徴量が正常と感染
を区別しやすいかという観点からの検討が十分に
行われていないことがわかった．特徴量の有効性
を明確にした上で複数の特徴量を適切に組み合わ
せることで，より高性能な識別ができる可能性が
ある． 
そこで本研究では，マルウェア感染後のトラヒ
ックデータを分析して，感染検知に有効な特徴量
の有効性を明らかにした．その目的の方法として，
感染時通信に，D3M2012, CCCDATAset2009, 
2010, 2011[3] （以下 CCC2009, CCC2010, 
CCC2011）の攻撃通信データを，正常時通信に，
2 カ所のあるイントラネットに流れる通信データ
を用いた． また，マルウェアは，種類毎で異なっ
た通信（ワーム：インターネット接続確認等）を
行うので，マルウェアの種類毎（ワーム，トロイ
の木馬，ファイル感染型ウイルス）に分類し，各々
の特徴量の有効性を明らかにした． 
 以下，2.で既存研究においてよく用いられてい
る特徴量を整理し，3.で 2.を踏まえた特徴量評価
の目的を述べ，4.で実験方法と本稿において評価
する特徴量について述べる．5.で特徴量毎に感染
時通信と正常時通信の識別のしやすさを評価する
実験を行った結果を示し，6.でマルウェアの種類
毎で識別率の高い特徴量について考察する．また，
時間的変化を用いた識別の有効性について述べる． 
2. 特徴量評価 
2.1. 既存研究の特徴量 
 本章では，既存のマルウェア感染検知やネット
ワーク異常検知に関する研究で用いられているペ
イロードの特徴量を整理する． 
 文献[4]，[5]，[6]等では，特徴量として文字列
の出現頻度が使われている．桑原ら[6]は，ボット
の攻撃通信データのペイロード情報から，マルウ
ェアの挙動とそれに対応した特徴的な文字列（exe, 
NICK 等）があることを確認し，それらを特徴量
として用いている 
 また，Wei Lu[7] らは，ボットが行う遠隔制御
用通信のトラヒックデータに着目する手法を提案
し，正常時通信とボットが行っている感染（異常）
時通信パケットのペイロード情報に着目しペイロ
ード内のASCII文字コードの出現頻度（バイト数）
を特徴量としている．  
 また，山田ら[8]は，侵入検知システムにおける
未知攻撃の課題に対する解決策として, 決定木を
用いたアノマリ検知を示し，HTTP リクエスト長，
HTTPリクエストの総サイズを特徴量としている．  
上記より，マルウェア検知用の特徴量として
ASCII文字コードの出現頻度，文字列の出現頻度，
HTTPリクエスト長がよく用いられていることが
わかる．しかし，いずれの研究においても，特徴
量の有効性については評価されていない． 
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2.2. マルウェアの種類毎の特徴量評価 
 トレンドマイクロ社のセキュリティデータベー
ス[9]等に示されているように，マルウェアの種類
毎で特有の挙動がある．例として，ワームはソフ
トウェアに存在する脆弱性を利用し，ネットワー
ク上で感染活動を行う．トロイの木馬は特定のサ
イトにアクセスし，不正なファイルのダウンロー
ドを要求し，感染した PC がさらなる脅威にさら
されるなどの挙動がある．同種類のマルウェアの
亜種で共通した挙動の傾向があることが確認でき
ている[9]．このため，マルウェアの種類毎に有効
な特徴量が異なる可能性がある． 
そこで本研究では，マルウェアの種類毎での特
徴量評価を行った．種類毎で有効な特徴量を評価
し，有効な特徴量を組み合わせることで，効率的
かつ早期の検知に繋がると考える． 
3. 特徴量評価の目的 
既存研究では，トラヒックデータを用いたマル
ウェア感染検知において，複数の特徴量を用い，
その組み合わせから正常時通信と感染時通信の識
別をしている．しかし，個々の特徴量の有効性に
ついて明らかではなく，マルウェアの種類毎にど
のような特徴量が有効であるかも明らかではない．
また，有効な特徴量を感染検知に用いない場合，
識別率の低下が考えられる． 
そこで本研究では，ペイロードを用いたマルウ
ェア感染検知において，個々の特徴量の有効性を
マルウェアの種類毎に明らかにする．マルウェア
の種類として，ワーム，トロイの木馬，ファイル
感染型ウイルスを定め，有効な特徴量をそれぞれ
評価した． 
4. 特徴量評価実験概要 
4.1. タイムスロット 
本研究では，トラヒックデータからの特徴抽出
にタイムスロットを用いた．タイムスロットとは，
トラヒックデータを特定の秒数で区切った範囲の
ことを示す． 
時間的変化を伴う通信をタイムスロットで分割
し，タイムスロットの時間的変化を追うことで，
通信全体の時間的変化に着目した識別を行うこと
ができる．また，トラヒックデータの特徴抽出の
取得単位としてフローを用いる方法がある．しか
しこの手法は，通信が終了するまで特徴量が取得
できないため，早期検知に不適切である．一方タ
イムスロットを用いる方法は，タイムスロット幅
を調整することで，早期に検知できる可能性があ
る．本実験では，タイムスロット幅は 1 秒とし，
タイムスロット毎に特徴量を求めた． 
4.2. ペイロードの特徴量 
本研究では既存研究で多く用いられていた次に
示す 261種類の特徴量を評価対象とする．  
・ ASCII文字コードの出現頻度 255種類 
・ 特徴的な文字列の出現頻度：5種類 
(GET，POST ，exe，whatismyip，checkip) 
・ HTTPリクエスト長 
4.3. 評価方法 
本研究での感染時通信と正常時通信の識別方法
について説明する． 
4.3.1. ベクトル量子化によるコードブック
作成 
 ベクトル量子化を用いて，感染時通信のみを用
いて学習を行った感染コードブックと，正常時通
信のみを用いて学習を行った正常コードブックを
予め作成する．今回は，各特徴量を個別に評価す
ることが目的であるため，特徴量毎に 1次元コー
ドブックを作成した．ベクトル量子化のアルゴリ
ズムには，LBG+Splitting アルゴリズム[10]を用
い，レベル数は 2，4，8，16の 4種類とした．そ
して，予め感染時通信か正常時通信かのラベル付
けされた各特徴量の 1 次元テストデータ（1 タイ
ムスロット毎から抽出される特徴量）を与え，テ
ストデータと感染，正常コードブックとの距離を
計算し，感染(正常)コードブックとの距離の方が
小さければ感染（正常）と識別している． 
4.3.2. 実験データ 
本研究では，取得環境の違いを評価するために，
正常時通信として，異なる 2カ所のイントラネッ
トに流れる通信を用いた．これにより，取得環境
の違いによる影響を受けにくい特徴量を評価でき
る．それぞれのデータを，正常コードブック作成
のための学習データとテストデータ用に分割して
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いる. 
また，感染時通信に D3M2012，CCC2009, 
CCC2010, CCC2011 を用い，感染コードブック
作成用の学習データとテストデータ用に分割した．
さらにこれらのデータをマルウェアの種類毎でマ
ルウェアの検体数が均等になるように分割した．
CCC2009,  CCC2010, CCC2011 の攻撃通信デ
ータにはマルウェアに感染するまでの通信が含ま
れている．そこで本研究では，文献[11]と同じ方
法を用いて，攻撃通信からマルウェアに感染した
後の通信のみを切り出し評価した． 
本研究ではマルウェアの種類をワーム，トロイ
の木馬，ファイル感染型ウイルスとした．ファイ
ル感染型ウイルスとは，拡張子 exe等の実行型フ
ァイルに感染するウイルスである．また，マルウ
ェア検体名は CCCDATAset において，攻撃元通
信データのログファイルに記載されている名称を
用いた．D3M2012 においては，マルウェア検体
のハッシュ値を用い，G-data社，トレンドマイク
ロ社，Kaspersky社のそれぞれが命名しているマ
ルウェア検体の名称を用いた．表 1に今回実験で
使用した各データセットのマルウェアをまとめた． 
表 1：各データセットのマルウェア
 
5. 実験結果 
マルウェア感染検知の要件は，感染と正常を正
しく識別できる特徴量を用いることである．この
ため，感染・正常のみを正しく識別できる特徴量
を併用することも有効である．感染検知に有効な
特徴量について検討するため，TPR（感染データ
を感染と正しく分類した割合），TNR（正常デー
タを正常と正しく分類した割合）が共に高い特徴
量，TPR のみが高い特徴量，TNR のみが高い特
徴量の観点から検討した．以下に評価実験の結果
を示す．  
5.1. TPR, TNR共に高い特徴量 
 取得環境の影響を受けにくい特徴量を評価する
観点から，2 種類の正常時通信を用い，安定的に
検知するという観点から，4 つの量子化レベル数
のTPR，TNRの平均値を特徴量 261個に対して
それぞれ求めた．その結果の中から，イントラネ
ットAにおける平均TPR・TNRの値が高い上位
15 個と，それに対応するイントラネット B の
TPR・TNRを表 2に示す．表 2（赤字）より，ワ
ームの ASCII 文字コード「i」とファイル感染型
ウイルスの「HTTPリクエスト長」のTPR・TNR
の値が，2 種類の正常時通信を用いた時の差異が
少なく，安定して高い値を示すことがわかった．
これらの特徴量を用いたときの詳細を表 3，表 4
に示す．これらの特徴量は，2 種類の正常時通信
を用い，量子化レベル数と変化させても，TPRが
95%以上かつ TNR が 80%以上で安定的に検知で
きることがわかった. 
表 2：イントラネット毎の平均TPR・TNR 
 
表 3：ワームのASCII文字コード「i」のTPR・TNR 
表 4：ファイル感染型ウイルスの 
「HTTPリクエスト長」のTPR・TNR 
 
種類 CCCDATAset2011 CCCDATAset2010 CCCDATAset2009 D3M2012
ワーム WORM_DOWNAD.AD WORM_DOWNAD.AD
WORM_MAINBOT.AH
WORM_MAINBOT.FY
WORM_PALEVO.SMD 
WORM_PALEVO.BL
WORM_SWTYMLAI.CD
トロイの
木馬
TROJ_BUZUS.AGB TROJ_GEN.R47C7C2
Trojan.Generic.KD.578000
Trojan.Generic.KD.410743
Trojan-
Dropper.Win32.Dapato.aoxn
ファイル
感染型
PE_VIRUT.AV
PE_VIRUT.XV
PE_BOBAX.AK
HTTPリクエスト長 100% 99% ASCII文字コード「>」 89% 79%
ASCII文字コード「i」 99% 98% ASCII文字コード「!」 88% 78%
ASCII文字コード「f」 98% 97% ASCII文字コード「ETB」 88% 70%
ASCII文字コード「C」 98% 92% ASCII文字コード「J」 85% 83%
ASCII文字コード「E」 97% 94% ASCII文字コード「H」 84% 74%
ASCII文字コード「e」 97% 91% ASCII文字コード「#」 84% 78%
ASCII文字コード「a」 96% 91% ASCII文字コード「,」 84% 76%
ASCII文字コード「0」 95% 97% ASCII文字コード「B」 84% 74%
ASCII文字コード「r」 95% 91% ASCII文字コード「E」 84% 75%
ASCII文字コード「CR」 95% 91% ASCII文字コード「P」 84% 75%
ASCII文字コード「/」 95% 92% ASCII文字コード「R」 84% 74%
ASCII文字コード「:」 95% 94% ASCII文字コード「S」 84% 73%
ASCII文字コード「c」 95% 93% ASCII文字コード「i」 83% 83%
ASCII文字コード「s」 95% 94% ASCII文字コード「M」 83% 75%
ASCII文字コード「m」 95% 91% ASCII文字コード「N」 83% 77%
HTTPリクエスト長 100% 100% ASCII文字コード「<」 85% 72%
ASCII文字コード「NL*」 100% 100% ASCII文字コード「US」 85% 76%
ASCII文字コード「CR」 100% 100% ASCII文字コード「>」 85% 41%
ASCII文字コード「0」 100% 100% ASCII文字コード「\」 83% 73%
ASCII文字コード「5」 100% 100% ASCII文字コード「VT」 82% 56%
ASCII文字コード「C」 100% 100% ASCII文字コード「]」 82% 68%
ASCII文字コード「d」 100% 100% ASCII文字コード「HT」 81% 65%
ASCII文字コード「e」 100% 100% ASCII文字コード「SOH」 80% 56%
ASCII文字コード「t」 100% 100% ASCII文字コード「^」 80% 69%
ASCII文字コード「x」 100% 100% ASCII文字コード「'」 80% 67%
ASCII文字コード「A」 100% 100% ASCII文字コード「FS」 80% 63%
ASCII文字コード「o」 100% 100% ASCII文字コード「ESC」 79% 62%
ASCII文字コード「r」 100% 100% ASCII文字コード「ACK」 79% 63%
ASCII文字コード「1」 100% 100% ASCII文字コード「$」 79% 65%
ASCII文字コード「2」 100% 100% ASCII文字コード「EOT」 79% 60%
HTTPリクエスト長 100% 100% ASCII文字コード「DC2」 92% 68%
ASCII文字コード「p」 99% 99% ASCII文字コード「DC3」 90% 68%
ASCII文字コード「B」 99% 75% ASCII文字コード「ETB」 89% 62%
ASCII文字コード「S」 98% 98% ASCII文字コード「#」 89% 67%
ASCII文字コード「e」 98% 98% ASCII文字コード「S」 89% 69%
ASCII文字コード「T」 98% 94% ASCII文字コード「Y」 88% 76%
ASCII文字コード「i」 98% 98% ASCII文字コード「'」 87% 79%
ASCII文字コード「o」 97% 98% ASCII文字コード「M」 87% 79%
ASCII文字コード「H」 96% 94% ASCII文字コード「R」 86% 79%
ASCII文字コード「X」 95% 74% ASCII文字コード「US」 86% 69%
ASCII文字コード「W」 95% 93% ASCII文字コード「)」 85% 75%
ASCII文字コード「r」 95% 94% HTTPリクエスト長 82% 84%
ASCII文字コード「G」 95% 78% ASCII文字コード「(」 82% 78%
ASCII文字コード「N」 95% 80% ASCII文字コード「f」 82% 73%
ASCII文字コード「q」 95% 94% ASCII文字コード「j」 82% 75%
イントラネットA
の平均TNR
イントラネットB
の平均TNR
ファイル
感染型
ウイルス
特徴量
ワーム
トロイの
木馬
マルウェア
の種類
特徴量 イントラネットA
の平均TPR
イントラネットB
の平均TPR
量子化レベル数 2 4 8 16 2 4 8 16
イントラネットA 98% 99% 98% 98% 83% 80% 86% 83%
イントラネットB 97% 98% 98% 97% 83% 80% 80% 82%
TPR TNR
量子化レベル数 2 4 8 16 2 4 8 16
イントラネットA 100% 100% 100% 100% 82% 80% 81% 81%
イントラネットB 100% 100% 100% 94% 88% 86% 88% 86%
TNRTPR
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5.2. TPRのみ高い特徴量 
表 2（青字）からTPRのみ高い特徴量として，
ワームではHTTPリクエスト長，ASCII文字コー
ド「0」，「f」，トロイの木馬では，HTTPリクエス
ト長，ASCII文字コード「NL*」，「CR」，「0」，「5」，
「A」，「C」，「M」，「d」，「e」，「r」，「t」，「x」，フ
ァイル感染型ウイルスではASCII文字コード「S」，
「e」，「i」，「o」，「p」が確認できた．これらは 2
種類の正常時通信を用いても，TPRが 95%以上
で安定的に検知できることがわかった． 
5.3. TNRのみ高い特徴量 
表 2（緑字）からTNRのみ高い特徴量として，
ワームではASCII文字コード「J」が確認できた．
これらは 2種類の正常時通信を用いても，TNRが
80%以上で安定的に検知できることがわかった． 
6. 考察 
5 章で有効だと判断した特徴量について，正常
時通信と感染時通信の重なり具合を視覚的に確認
するため，出現頻度に着目して考察した．また，
マルウェア種類毎の共通した挙動を挙げ，それら
の挙動について説明し，マルウェアの種類毎に有
効な特徴量の考察した． 
6.1. TPR・TNRが共に高い特徴量について 
5 章で求められた特徴量に対してヒストグラム
を作成した．これらは縦軸を感染時通信（正常時
通信）全体のスロット数の割合[%]，横軸を出現頻
度としている．5 章で有効だと判断した特徴量の
中から例として，ファイル感染型ウイルスの感染
時通信とイントラネットAの正常時通信を用いた
HTTP リクエスト長のヒストグラムを図 1，図 2
に示す．これらは量子化レベル数を 2としたとき
の結果であり，図 1はHTTPリクエスト長が 200
まで，図 2はHTTPリクエスト長が 10,000まで
を示している．また，図 1から感染時データの出
現頻度が 100以下であることが確認できる．それ
に対し，正常時データの多くが 100以上であるこ
とが確認できる. 
正常時通信（ユーザの通信）は様々であり，
HTTPリクエスト長にばらつきが存在する．感染
時データは，HTTPリクエスト長が短いものが多
く，感染時コードブックに分類される．これによ
り，TPRの値が高くなったが，正常時通信の中に
も HTTP リクエスト長が短くなるものもあるた
め，TNRの値は低くなったと考えられる． 
 
図 1：HTTPリクエスト長のスロット数の割合が 
1%以上のヒストグラム 
（縦軸：スロット数の割合[%]，横軸：リクエスト長） 
 
図 2：HTTPリクエスト長のスロット数の割合が 
1%以下のヒストグラム 
（縦軸：スロット数の割合[%]，横軸：リクエスト長） 
ワームの ASCII 文字コード「i」のヒストグラ
ムは図 3，図 4 のようになった．これらの図は縦
軸を感染時通信（正常時通信）全体のスロットの
割合[%]，横軸を出現頻度[回]としている．また，
正常時通信は，上記と同様にイントラネットAの
正常時通信を用いている． 
ASCII文字コード「i」の場合も，正常時通信に
比べて感染時通信の出現頻度が少ない割合である
ことが確認でき，感染コードブックが小さい値で，
正常コードブックは比較的大きい値で作成された． 
これは正常時通信の場合，感染時通信のペイロー
ドの情報よりも多くの情報量が含まれているため， 
ASCII文字の出現頻度が多くなるためだと考えら
れる．また，ASCII文字コード「i」が有効だと判
断された理由として，User-Agentに含まれる情報
（Mozilla，Windows等）やHTTP GETに含ま
れる情報（image，login等）が感染時通信に比べ
て正常時通信で多く出現しているためである．
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図 3：ASCII文字コード「i」のスロット数の割合が 
1%以上のヒストグラム 
（縦軸：スロット数の割合[%]，横軸：出現頻度[回]） 
 
図 4：ASCII文字コード「i」のスロット数の割合が 
1%以下のヒストグラム 
（縦軸：スロット数の割合[%]，横軸：出現頻度[回]） 
正常の分布と感染の分布の重なり具合に着目す
ると，主に出現頻度が低いところで正常の分布と
感染の分布に重なりがあることが確認できる． 
しかし，重なっている部分は正常時通信のごく
一部であり（正常時通信全体の 5%未満），正常時
通信と感染時通信を分離できるため，5.1 節，5.2
節で評価した特徴量が有効であることが考えられ
る．また，TNRに関しても，ユーザの通信内容に
よって出現頻度が異なるが，正常時通信で出現頻
度が高いところで分布し，感染時通信の重なって
いる部分が比較的少ない（正常時通信全体の 20%
未満）く，正常時通信と感染時通信を分離できる
ため，5.1節，5.3節で評価した特徴量が有効であ
ることが考えられる．また，イントラネットBの
正常時通信を用いた場合でも，同様の結果が得ら
れたことを確認できた． 
上記の結果から,正常時通信と感染時通信に違
いが見られることが確認でき， HTTP リクエス
ト長，ASCII文字コード「i」を用いることで，感
染と正常を区別できたと考えられる. 
6.2. マルウェア種類毎に有効な特徴量 
 マルウェア種類毎に有効な特徴量について，ワ
ーム，トロイの木馬，ファイル感染型ウイルスに
分類されるマルウェアそれぞれにおいて共通した
挙動（ペイロード情報）を挙げ，それらの挙動を
説明し，有効な特徴量について考察した． 
 ワーム 
インターネット接続確認 
ワームが感染活動を行い，PC を感染させた後
に，その PC がインターネットに接続されている
かを確認する．その際ワームは、特定のドメイン
にインターネット接続確認を行う．特定のドメイ
ン と は ，「 www.whatismyipaddress.com 」 や
「checkip.dyndns.org」のような IPアドレスを表示
するサイトである． 
攻撃通信を行うためのマルウェアのダウンロード 
起点となるワームに感染後，各サーバーから他
のマルウェアをHTTP GETによりダウンロード
する．このコマンドは，「GET /vss.exe HTTP/1.0」
や「GET /fdc1.data HTTP/1.0」のようなものである．
感染後に行う通信は，HTTPリクエスト長が概ね
100 以下と短くなる. それに対して，正常時通信
は概ね100以上の通信を行っているものがほとん
ど（スロット数の割合が 95%以上）である． 
 よって，ドメイン等に含まれるASCII文字コー
ドが正常時通信と比べて出現頻度が低いことや，
HTTPリクエスト長が感染時通信で短くなること
から，表 2で示した特徴量はマルウェア感染検知
に有効であると判断できる． 
 トロイの木馬 
攻撃通信を行うためのマルウェアのダウンロード 
 起点となるマルウェアをダウンロード後，各サ
ーバーから他のマルウェアをHTTP GETにより
ダウンロードする．例としては，「GET /vot.exe 
HTTP/1.0」や「GET /15Psv3zJ/4ah6NuS.exe HTTP/1.0」
のようなHTTP GETによるダウンロードを行う．
HTTP GET による通信だけを行っているものが
多く，ペイロードの情報量が少ない．そのため，
正常時通信と比較すると、改行（¥r¥n）の数が少
ない傾向がある．また感染後に行う通信は，HTTP
リクエスト長が概ね 30 以下と短くなる．それに
対し，正常時通信は概ね100以上であるものが大
半（スロット数の割合が 95%以上）である． 
よってHTTP GET等に含まれるASCII文字コ
ードが正常時通信と比べて出現頻度が低いことや，
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HTTPリクエスト長が感染時通信で短くなること
から，表 2に示した特徴量はマルウェア感染検知
に有効であると判断できる． 
 ファイル感染型ウイルス 
IRC通信によるC&Cサーバーに接続（IRC接続） 
ファイル感染型ウイルスは感染活動を行うため
の準備として，IRC通信を行いC&Cサーバーに
接続する．IRC接続を行った後，攻撃通信を行う
ためのマルウェアのダウンロードや標的に対して
妨害攻撃を行う等の活動が行われる．今回用いた
検体では，攻撃通信を行うためのマルウェアのダ
ウンロードを行っていた．IRC通信を行う際の通
信内容は特定の文字列（IRCドメイン:norks.org 
001 tjrrxaek :等）が同程度の数が繰り返し多く出現
する．それらの文字列に含まれる文字は，感染時
通信において同程度の数が繰り返し多く出現する． 
攻撃通信を行うためのマルウェアのダウンロード 
起点となるマルウェアをダウンロード後，マル
ウェアは各サーバーから他のマルウェアをHTTP 
GETによりダウンロードする．例としては，「GET 
/jiri.data HTTP/1.0」や「GET 44.data HTTP/1.0」な
どのようなHTTP GETによるダウンロードを行
う．ファイル感染型ウイルスが感染後に行う通信
は，HTTP リクエスト長が 10〜80 であるのに対
し，正常時通信は概ね 100以上であるものが大半
（スロット数の割合が 95%以上）である． 
 よって，IRC通信に含まれるASCII文字コード
が正常時通信と比べて出現頻度が同程度の数で繰
り返し多いことや，HTTP リクエスト長が感染時
通信で短くなることから，表 2で示した特徴量は
マルウェア感染検知に有効であると判断できる． 
 以上マルウェア 3 種の考察から，今回用いたデ
ータセットの場合，HTTP通信を用いたマルウェ
アの感染活動は，インターネットの接続確認や攻
撃通信を行うためのマルウェアのダウンロードを
行っている．また，攻撃通信を行うためのマルウ
ェアのダウンロードを行う際に，IRC通信を行う
ものや外部サーバーから直接ダウンロードを行う
もの等，マルウェアの種類毎で異なる挙動が確認
できた．さらに，感染活動を行うときのマルウェ
アの種類毎でマルウェアのダウンロードを行う時
等のペイロード情報の文字列が異なるため，マル
ウェアの種類毎で有効だと判断された特徴量が異
なったと考えられる． 
6.3. 時間的変化を用いた識別の有効性 
トラヒックデータは時間的な変化を伴うため，
時間的変化を考慮した識別の有効性を考察する． 
例として，ファイル感染型ウイルスの ASCII
文字コード「o」と正常時通信の比較を図 5，図 6
に示す．これらの図では，縦軸を出現頻度，横軸
をスロットとした．出現頻度は 1 スロット毎の 1
パケットの出現頻度である． 
 
図 5：ファイル感染型ウイルスのASCII文字コード「o」
の出現頻度の時間的変化 
（縦軸：出現頻度[回]，横軸：スロット番号） 
 
図 6：正常時通信のASCII文字コード「o」 
の出現頻度の時間的変化 
（縦軸：出現頻度[回]，横軸：スロット番号） 
ファイル感染型ウイルスの出現頻度（図 5）の
時間的変化は，正常時通信（図 6）に比べて大き
い．また，ファイル感染型ウイルスの出現頻度が
高くなっているスロットは，ファイル感染型ウイ
ルスが IRC通信を行っており，そのペイロード情
報に特定の文字列（IRC ドメイン:norks.org 001 
tjrrxaek :など）が連続的に多く出現し，その文字列
に含まれる ASCII 文字コードが多く出現するた
めである．この特徴は，本実験では，ワームやト
ロイの木馬に出現せず，ファイル感染型ウイルス
特有の特徴であった． 
 時間的な変化を考慮した識別を行うに当たり，
今回の実験より以下のような特徴を考慮すること
が有効であると考える． 
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i. ワーム 
・ 出現頻度の増減を確認する 
 →増減が小さい場合，感染している可能性有 
ii. トロイの木馬 
・ 出現頻度が周期的に一定値を示しているかを
確認する 
 →一定の場合，感染している可能性有 
・ 出現頻度の増減を確認する 
 →増減幅が小さい場合，感染している可能性有 
iii. ファイル感染型ウイルス 
・ 出現頻度の増減を確認する 
→増減が大きく，増加したときの出現頻度が一
定の場合，感染している可能性有 
7. まとめ 
 本稿では，D3M2012，CCC2009，2010，2011
と 2種類の正常時通信を用い，マルウェアの種類
毎（ワーム，トロイの木馬，ファイル感染型ウイ
ルス）における，感染検知の識別に有効な特徴量
を評価した．その結果，マルウェアの種類毎で，
特定の ASCII 文字コードと HTTP リクエスト長
が，2 つの正常時通信を用い，量子化レベル数を
変化させても，TPR・TNR が高く，安定的に検
知できることがわかった．具体的には，TPRのみ
が高い特徴量としてワームで 3種類，トロイの木
馬で 15 種類，ファイル感染型ウイルスで 5 種類
を示し，TNRが高い特徴量としてワームで 1種類
を示した．その中でも，TPR・TNR が共に高い
特徴量として，ワームではASCII文字コード「i」
とファイル感染型ウイルスでは HTTP リクエス
ト長が特に安定的に検知できることがわかった． 
 また，ワームでは「インターネット接続確認等」，
トロイの木馬では「攻撃通信を行うためのマルウ
ェアのダウンロード等」，ファイル感染型ウイルス
では「IRC接続等」の感染活動行うことが確認で
き，挙動と有効な特徴量の間の関連性を明らかに
した．さらに，時間的変化においても，正常時通
信とマルウェアの種類毎の感染時通信を比較した
とき，マルウェアの種類毎の感染時通信で，正常
時通信の特徴には表れない時間的な特徴が表れた． 
よって，これらの種類毎に有効な特徴量として
使用できる可能性があるものとして示した特徴量
を適切に組み合わせることで，マルウェア感染検
知の検知率の向上につながることが考えられる． 
 今後は，今回評価できなかった特徴量に対して，
マルウェア感染検知に有効であるかを調査し，特
徴量を組み合わせたマルウェア感染検知について
検討していく．さらに，今回の実験で定義したマ
ルウェアの種類は，ベンダーが定義した種類名を
使用したが，マルウェアの挙動（インターネット
接続確認や IRC接続等）をクラスタリングし，ク
ラスタごとに有効な特徴量の評価も検討していく． 
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